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FOREWORD

The following DRRs have been incorporated into this document:

DRR# Short Description

37-1.0-1CD-001 Add Document Reference
37-1.0-1CD-002 Increase Field Length
37-1.0-1CD-003 Increase Fidd Length



37-2.0-1CD-08 99-B0O
25 August 1999

1. EXECUTIVE SUMMARY

1.1 Identification

This Interface Control Document (ICD) establishes the requirements for the interface between the
Broadswvord Gatekeeper verson 1.0 and Client Applications. This document was developed by
AFRL/IFED.

1.2 System Overview

The basic mission of the Gatekeeper is to act both as a broker to various backside sources including
IPL, 5D, MIDB, AMHS, IESS and IDEX and the sole location for al security audits created by this
access. To achieve this mission the Gatekeeper performs the following activities.

a Acceptsasinglelogin for dl backsde sources.

b. Auditsthelogin and logout of every client access.

c. Audits dl query requests plus every backside source response including dl hits received.
d. Auditsdl product requests including any dternate delivery path.

e. Performsimage product conversion, compression and interpolation.

f. Performs dl backside routing including remote Gatekeepers

1.3 Document Organization

OO0 T

f
g
h.
i
J
k
l.

Section 1 identifies Scope and Generd Overview.

Section 2 identifies the Applicable Documents.

Section 3 identifies the Interfaces covered by the ICD.

Section 4 provides the Segment Details for the Client to Gatekeeper Interface.

Section 5 provides a detailed description of Broadsword Variable Length message format
(BVLMF).

Appendix | describes Broadsword Client to Gatekeeper Application Program Interface.

. Appendix Il describesthe“C” Client to Gatekeeper API Library Functions.

Appendix I11 describes the Broadsword Gatekeeper Plug-in AP
Appendix 1V describes Broadsword Gatekeeper |SSO API
Appendix V describesthe “C” 1SSO to Gatekeeper API Library Functions

. Appendix VI describes the Broadsword Gatekeeper Sys Admin API

Appendix VII describesthe“C” Sys Admin to Gatekeeper API Library Functions

m. Appendix VIII describes Default, Parameter Vaues and Definitions



37-2.0-1CD-08 99-B0O
25 August 1999

1.4 Definitions
There are no pecid definitions gpplicable to this document.

1.5 Limitations and Restrictions

There are no special limitations or restrictions applicable to this document.



37-2.0-1CD-08 99-B0O
25 August 1999

2. APPLICABLE DOCUMENTS

2.1 Gover nment documents

The following documents of the exact issue shown form a part of this specification to the extent specified
herein. In the event of conflict between the documents referenced herein and the contents of this
specification, the contents of this specification shall be considered a superseding requirement. Copies of
gpecifications, standards, drawings, and publications required by suppliers in connection with specified
procurement functions should be obtained from the contracting agency, or as directed by the contracting

officer.

SPECIFICATIONS
RFC N01-0044 N0101-B
5 February 1998

STANDARDS
FIPS PUB 4-1
27 January 1988
OT-32796
19 February 1988
MIL-STD-1777
12 August 1983
26 October 1984
MIL-STD-1778
12 August 1983
26 October 1984
MIL-STD-1780
10 May 1984
MIL-STD-2500A
12 October 1994

DRAWINGS
None.

OTHER PUBLICATIONS
None.

2.2 Non-Gover nment documents

None.

Geospatid and Imagery Access Services Specification

Federa Information Processing Standards Publication

Data Item Description Systerm/System Segment
Interface Control Document (ICD)

Internet Protocol (1P)

Notice 1

Transmission Control Protocol (TCP)

Notice 1
File Transfer Protocol (FTP)

Nationa Imagery Transmisson Format (Version 2.0)
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3. SEGMENT INTERFACES

There are four interfaces controlled by this document. The first interface is the Client to Gatekeeper and
Gatekeeper to Client interface. The second interface is the Gatekeeper to Plug-in and Plug-in to
Gatekeeper interface. The third interface is the 1SSO to Gatekeeper audit interface. The fourth and fina

interface is the SYS ADMIN to Gatekeeper interface. This is the only document related to these
interfaces.
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4. BROADSWORD CLIENT GATEKEEPER APPLICATION PROGRAM | NTERFACE
SPECIFICATION

4.1 Client to Gatekeeper Application Program Interface

The following subparagraphs describe the interface, which alows user client gpplications to
communicate with the Gatekeeper.

4.1.1 Interface | dentification
The interface is identified as the Broadsword Gatekeeper Application Program Interface.
4.1.2 Interface Description

This interface alows the users of a Broadsword Gatekeeper to write their own applications to interface
with the Broadsword Gatekeeper.

4.1.3 Functional I nterface Specification

This interface provides for the following capabilities for a user-written client gpplication in interfacing
with the Broadsword Gatekeeper. Appendix |1 describes the API functions.

a. Perform Login to the Gatekeeper.
b. Submit a query, geo search or keyword search to one or more backside sources.
¢. Request products, reports, messages from the backside sources.
d. Inquire on the status of out-standing product requests.
e. Log off from the Gatekeeper.
4.1.3.1 User Client to Gatekeeper M essages
The following messages, as Soecified in Appendix |, will flow from the client to the Gatekeeper.

a Broadswvord Gatekeeper Client Connect M essage. This message (BGCCM) dlowsthe
client to establish a TCP/IP socket connection and then Login to the Gatekeeper.

b Broadsword Gatekeeper Client Query Message. This message (BGCQM) dlowsthe
client to query, geo search, and perform keyword searches to one or more backside sources.

c Broadswvord Gatekeeper Client Product Request M essage. This message (BGCPRM)
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alows the client to request products, reports from a backside source.

Broadsword Client Request for Product Delivery Status. This message (BGCRFS) dlows
the client to inquire on the status of arequested product.

Broadsword Client Catalog New Product. This message (BGCCNP) dlowsthe client to
catalog a new product on the selected backside source.

Broadsword Client Request for Product Catalog Status. This message (BGCRFCYS)
dlows the client to inquire on the status of a cataloged product.

Broadsword Client Request for Top Ten Requests. This message (BGCTTR) dlowsthe
client to inquire on the top number of requests initiated at this gatekeeper.

4.1.3.2 Broadsword Gatekeeper to Client M essages.

The following message will flow from the Gatekeeper to the client.

a

Broadsword Gatekeeper Connect Response M essage. The (BGRM) message provides
gtatus and backside connectivity information to the client.

Broadsword Gatekeeper Query Response M essage. The (BGQRM) provides both status
and query/search results generated by the BGCQM.

Broadsword Gatekeeper Product Request Acknowledgment. The (BGPRA) providesthe
status of either a product request or arequest for status.

Broadsword Gatekeeper Catalog New Product Acknowledgment. The (BGCNPA)
provides the status of either a cataog product or a catalog product request for status.

Broadsword Gatekeeper Top Ten Requests Response M essage. The (BGCTTRM)
provides both status and the top requests initiated at this gatekeeper to the client.

4.1.4 Physical I nterface Specification.

The physicd interface for al Client and Gatekeeper activity is any network supporting TCP/IP.
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5. BROADSWORD GATEKEEPER PLUG-IN APPLICATION PROGRAM | NTERFACE
SPECIFICATION

5.1 Gatekeeper to Plug-in Application Program Interface

The following subparagraphs describe the interface between the Gatekeeper and the Plug-ins.
5.1.1 Interface I dentification

The interface isidentified as the Broadsword Gatekeeper to Plug-in Interface.

5.1.2 Interface Description

The Plug-in interface conggts of two parts, a program “shdl” complete with a makefile which will open
a TCP/IP port, wait for a connection from the Gatekeeper and receive messages from the Gatekeeper,
and the message definition between the Gatekeeper and the Plug-in.

The message interface is outlined in Appendix 11 to show the differences between the dlient interface
and the plug-in interface. In most cases the Gatekeeper to plug-in message contains the same
information as the client message but has additiona tokens.

5.1.3 Functional I nterface Specification
Thisinterface provides for the following capabilities for the plug-ins.

a) Open aport and listen for connections from the Gatekeeper.

b) Receiveaclient query message (BGCQM) or aclient request for product message
(BGCPRM).

¢) Send an acknowledgement to the Gatekeeper when avaid BGCQM is received and
processed.

d) Send aquery response message to the Gatekeeper (BGQRM).

€) Send a Set Request Status message to the Gatekeeper FTP/ISTATUS daemon.

f) Disconnect from the Gatekeeper.

Thisinterface will not create the BGQRM or perform the necessary steps to extract the product from
the gpplicable backsde source. These functions will be the responsibility of the developer. The
Broadsword development library can be used to construct BV LMF messages according to thisICD.
Sample plug-in sources will be delivered as examples and guides.



37-2.0-1CD-08 99-B0O
25 August 1999
5.1.3.1 Gatekeeper to Plug-in M essages

The following messages, as specified in Appendix 111, will flow from the Gatekeeper to the Plug-in.
a. Broadsword Gatekeeper Client Query Message. This message (BGCQM) forwards the
client query message parts particular to this backside source to query, geo search, and perform
keyword searches on behdf of the client.

b. Broadsword Gatekeeper Client Product Request M essage. This message (BGCPRM)
forwards the client request for products message parts particular for this backsde source to
perform the product ddivery on behdf of the client.

5.1.3.2 Plug-in to Gatekeeper M essages.
The following messages will flow from the Plug-in to the Gatekeeper.

a. Broadsword Gatekeeper Query Response M essage. The (BGQRM) provides both status
and query/search results generated by the BGCQM for this particular source.

b. Plug-in to Gatekeeper Acknowledgement. The (ACK) message provides the Gatekeeper
with acknowledgement that the Plug-in received and processed the BGCPRM message.

c. Plug-into Gatekeeper FTP/STATUS Daemon Status Update. The (STS) message dlows
the Plug-in to both update product ddlivery status and to initiate product ddlivery. Product
delivery can congst of image file converson aswell as FTP to the client destination(s). The
Gatekeeper FTP/STATUS daemon will perform the status updates aswell as FTP delivery.

5.1.4 Physical I nterface Specification.

The physical interface for al Gatekeeper and Plug-in activity is any network supporting TCP/IP.
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6. BROADSWORD | SSO 1O GATEKEEPER APPLICATION PROGRAM | NTERFACE
SPECIFICATION

6.1 1SSO to Gatekeeper Application Program Interface

The following subparagraphs describe the interface between the ISSO and the Gatekeeper.
6.1.1 Interface I dentification

The interface is identified as the Broadsword 1SSO to Gatekeeper Interface,

6.1.2 Interface Description

This interface is a message-based interface. The 1SSO must first connect to the Gatekeeper using the
BGCCM message outlined in the Client to Gatekeeper interface. The user must have ISSO privileges to
use this interface. After a successful connect and lock to the Gatekeeper, the ISSO may get a audit
report, extract audit records for archive, update the audit by deleting audit records and findly log out
from the Gatekeeper.

6.1.3 Functional I nterface Specification

This interface provides for the following capabilities for the ISSO: Appendix V describes the API
functions

Create an audit report based on a date-time window, user-id, or event.
Extract audit recordsinto aflat file for archive.

Update the audit database by removing archived records.

Retrieve alig of previoudy crested audit archives.

Create an audit report from an audit archive file or files.

®aop o

6.1.3.1 1 SSO to Gatekeeper M essages
The following message, as specified in Appendix IV, will flow from the ISSO to the Gatekeeper.
a. Broadsword Gatekeeper Audit Detail Record Request. This message (BAMSG), with

function code AUDITR, will contain dl the information so the Gatekeeper can creste the
Audit Report desired by the ISSO.
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b. Broadsword Gatekeeper Audit Extract Data Request. This message (BAMSG), with
function code AUDITE, will contain al the information so the Gatekeeper can cregte the
Audit Extract file desred by the ISSO.

c. Broadsword Gatekeeper Audit Update Data Request. This message (BAMSG), with
function code AUDITU, will contain dl the information so the Gatekeeper can remove those
audit records desired by the ISSO.

d. Broadsword Gatekeeper Audit Detail Record from Archive Request. Thismessage
(BAMSG), with function code AUDITRA, will contain dl the information so the Gatekeeper
can cregte the Audit Report desired by the ISSO from the audit archive.

e. Broadsword Gatekeeper List Audit Archive. This message (BAMSG), with function
code ARCHIVE, will contain dl the information so the Gatekeeper can create the List Audit
Archive report for the ISSO.

6.1.3.2 Gatekeeper to | SSO messages
The following messages, as specified in Appendix IV, will flow from the Gatekeeper to the ISSO.

a. Broadsword Gatekeeper Audit Detail Record. Thismessage (BGADR) will contain the
audit information for a audit report in date, user and session orde.

b. Broadsword Gatekeeper Audit Extract Response. This message (BGER) will contain
information describing the Audit Extract request.

c. Broadsword Gatekeeper Audit Update Response. This message (BGAUR) will contain
information describing the Audit Update request.

d. Broadsword Gatekeeper Audit Archive Response. This message (BGARSP) will contain
information describing the Audit Archive Ligt request.

6.1.4 Physical I nterface Specification.

The physicd interface for al Gatekeeper and 1SSO activity is any network supporting TCP/IP.

7. BROADSWORD SYS ADMIN To GATEKEEPER APPLICATION PROGRAM INTERFACE
SPECIFICATION
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7.1 SYSADMIN to Gatekeeper Application Program Interface

The following subparagraphs describe the interface between the SY S ADMIN and the Gatekeeper.
7.1.1 Interface I dentification

Theinterface isidentified as the Broadsword SY S ADMIN to Gatekeeper interface.

7.1.2 Interface Description

This interface is a message-based interface. The SYS ADMIN must first connect to the Gatekeeper
using the BGCCM message outlined in the Client to Gatekeeper interface. The user mugt have SYS
ADMIN privileges to use this interface. After a successful connect to the Gatekeeper, the SYS
ADMIN must LOCK the Gatekeeper for SYS ADMIN usage. One and only One SYS ADMIN can
LOCK the Gatekeeper in order to modify the Gatekeeper configuration. After a successful lock, the
SYS ADMIN may inquire about the current configuration and modify the configuration. After the SYS
ADMIN isfinished, it will UNLOCK the Gatekeeper and findly log out from the Gatekeeper.

7.1.3 Functional I nterface Specification

This interface provides for the following capahilities for the SYS ADMIN: Appendix VII describes the
AP functions.

Lock the Gatekeeper for SYS ADMIN use.

Unlock the Gatekeeper so other SYS ADMIN users may view or modify configuration.
Get Plug-in names of dl ingdled plug-ins.

Get ether the Gatekeeper template or Plug-in template.

Get alig of dl sources currently configured.

Get configuration information for the Gatekeeper or loca Source.

Create a new backside source.

Delete a backside source.

Set or modify a current backside source parameter.

Retrieve dl current configured group names.

Retrieve dl members of agroup.

Add a new member to an existing group.

Delete amember from an existing group.

Deete agroup.

Add anew group.

Retrieve the discretionary access control permissions for a particular gatekeeper or
backside source.

TOSITXATTSQ@TOO0 T
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g. Add discretionary access control permissons for a particular gatekeeper or backside
source.
r. Remove for a particular gatekeeper or backside source.

S. Set the discretionary access control permissions to a particular gatekeeper or backside

source.
t. Retrievethe user discretionary access control permissions.

u. Retrievethe vdid users, producers, admin users or isso users for the loca gatekeeper or a

particular backside source.

V. Addusersasavalid producer to a particular backside source or add users as vaid sys

admins or issos to the local Gatekeeper.

w. Deete users asvalid producersto a particular backside source or from valid sys admins or

issos to the local Gatekeeper.
X. Modify aconfigured DATA_NAME's parameters
y. Initidize a gatekeeper regidration.
Z Retrieve gatekeeper registration atus.
aa. Regigter a gatekeeper with the Keymadter.
bb. Generate a public/private key pair.
cc. Retrievethelist of Keymaders.
dd. Retrieve the ligt of Auditable Events.

7.1.3.1 SYSADMIN to Gatekeeper Messages

The following messages, as specified in Appendix VI, will flow from the Sys Admin to the Gatekeeper.
All Administrator to Gatekeeper messages are of type BAMSG. A FUNCTION code determines the

Adminigrator function to be performed.

a.

b.

Broadsword Gatekeeper Admin Lock M essage. This message with function code LOCK will

lock the Gatekeeper to this SYS ADMIN user.

Broadsword Gatekeeper Admin Unlock M essage. This message with function code
UNLOCK will unlock the Gatekeeper from this SYS ADMIN user.

Broadsword Gatekeeper Admin Get Plug-in Names. This message with function code
PLNAMES will retrieve the Plug-in names from the Gatekeeper.

Broadsword Gatekeeper Admin Get Template. This message with function code GETTEM will

retrieve either the Gatekeeper template or a backside source template from the Gatekeeper.

Broadsword Gatekeeper Admin Get Sour ces. This message with function code GETSRCS will

retrieve the list of configured backside sources from the Gatekeeper.

Broadsword Gatekeeper Admin Get Configuration Information. This message with function
code GETINFO will retrieve the configuration information of a backside source or local gatekeeper

from the Gatekeeper.

Broadsword Gatekeeper Admin Create Backside Sour ce. This message with function code
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CREATSRC will create anew backside source,
. Broadsword Gatekeeper Admin Delete Backside Sour ce. This message with function code
DELETESRC will delete a configured backside source.
Broadsword Gatekeeper Admin Set a Sour ce Par ameter. This message with function code
SETSRCP s used to change an existing source parameter.
Broadsword Gatekeeper Admin Get Groups. This message with function code GETGRPS is
used to obtain aligt of al known group names.
. Broadsword Gatekeeper Admin Get Group Members. This message with function code
GETGRPM obtainsalig of dl member namesin aparticular group.
Broadsword Gatekeeper Admin Add a Group Member. This message with function code
ADDGRPM dlows a new member name to be added to an existing group.
. Broadsword Gatekeeper Admin Delete a Group Member. This message with function code
DELGRPM dlows a current member name to be removed from an existing group.
. Broadsword Gatekeeper Admin Delete a Group. This message with function code DELGRP
alows a complete group to be removed.
. Broadsword Gatekeeper Admin Add a Group. This message with function code ADDGRP
alows anew group name to be created.
. Broadsword Gatekeeper Admin Get Discretionary Access Control. This message with
function code GETDAC obtains the user, group or dl permissions for a Gatekeeper or backsde
source.
. Broadsword Gatekeeper Admin Add Discretionary Access Control. This message with
function code ADDDAC sets access control for agroup, user or dl to a particular Gatekeeper or
backside Source.
Broadsword Gatekeeper Admin Delete Discretionary Access Control. This message with
function code DELDAC removes user, group or al access to a particular Gatekeeper or backside
Source.
Broadsword Gatekeeper Admin Get Users. This message with function code GETUSERS
obtainsalist of user names which have particular access permissions for a Gatekeeper or Source.
Broadsword Gatekeeper Admin Add User. This message with function code ADDUSER sets
either System Admin, ISSO or Producer capabilitiesto a user or group for a Gatekeeper or
backside Source.
. Broadsword Gatekeeper Admin Delete User. This message with function code DELUSER
removes System Admin, 1SSO or Producer capabilities from a user or group for a Gatekeeper or
backside Source.
. Broadsword Gatekeeper Admin Modify an Element Name. This message with function code
MODEL permits an exising DATA_NAME's hdlp text, display name, datarange or datalist to be
changed or .
. Broadsword Gatekeeper Admin Set User Discretionary Access Control. This message with
function code SETUDAC sets or removes access to a Gatekeeper or backside Source for a user
or group.
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Broadsword Gatekeeper Admin Get User Discretionary Access Control. This message with
function code GETUDAC obtains the access control for all Gatekeepers and backside Sources for
auser or group.
Broadsword Gatekeeper Admin Initialize Gatekeeper Registration. This message with
function code INITREG initidizes the Gatekeeper registration process with a Key-magter.
Broadsword Gatekeeper Admin Initialize Registration Status. Thisfunction dlowsthe
adminigtrator to either wait for aregistration status response from the Gatekeeper or send a
message with function code ABORTREG to abort the registration in progress.

. Broadswor d Gatekeegper Admin Register Our Gatekeeper. This message with function code

REGOURGKPR processes the regigtration with the Key-master.

Broadsword Gatekeeper Admin Generate Public/Private K eys. This message with function
code GENPUBKEY causes the public/private key pair to be generated on a Gatekeeper.
Broadsword Gatekeeper Admin Get Key-masters. This message with function code
KEYMASTERS obtains alist of Gatekeepers and their registration status known as Key-magters
by this Gatekeeper.

Broadsword Gatekeeper Admin Get Audit Events. This message with function code
AUDITEVENTS retrieves aligt of audit event names currently being generated by the Gatekeeper.

7.1.4 Physical I nterface Specification.

The physica interface for dl Gatekegper and System Adminigtrator activity is any network supporting
TCP/IP.
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8. BROADSWORD VARIABLE LENGTH M ESSAGE FORMAT (BVLMF).

8.1 Broadsword Variable L ength M essage Format Overview.

As new backside data sources become available (with their corresponding new data eements and
information), it is crucid thet the interface be flexible. Along with flexibility, performance, smplicity, and
functiondity are mgor requirements. BVLMF is a flexible message format that will never need a
trandator as eements are added or removed from future software releases. Along with being flexible for
the future, BVLMF offers amplicity and a compact structure, which will enhance performance and al
the functionality required for current plus future releases of Broadsword.

8.2 BVLMF Basic Structure.

The message dtructure contains just three basic parts, the MESSAGE LENGTH, MESSAGE TYPE,

and MESSAGE TOKENS. The MESSAGE LENGTH is a variable length numeric fied, which is the

totd overdl length of the message including the MESSAGE LENGTH. The MESSAGE TYFPE is a
variable length A/N field that can be equated to a function or action. The MESSAGE TOKENS contain

the FIELDS of the message. These MESSAGE TOKENS are made up of three parts; The TOKEN

LENGTH, TOKEN TYPE, and TOKEN DATA. The TOKEN LENGTH is a variable length numeric

field, which is the overdl length of the TOKEN, which includes the TOKEN LENGTH. The TOKEN

TYPE is a variable length A/N field that identifies the TOKEN to follow. The TOKEN DATA is a
varidble length field containing the TOKEN information. The TOKEN DATA can contain any character

value 0x00 - OxFF. Its length isimplied by the TOKEN LENGTH. It should be noted that tokens can
appear anywhere in the message. Token order is only important if the application defines a particular

order. It is also important to note that MESSAGE TOKENS can be in themselves BVLMF messages.

This message is cdled a complex BVLMF message. The BGQRM is an example of a complex
BVLMF messege.

8.3 BVLMF Message Construction and Parsing

The Broadsword AP provides support for both message construction and parsing as outlined in
Appendix I1.
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APPENDIX |

1. Broadsword Gatekeeper Application Program Interface

The following tables describe the APl. Any TOKEN_NAME with an agterisk (*) is currently not
supported but planned for a future release. Note: All messages to and from the gatekeeper have a
variable length numeric fied delimited with anew line. Thisfield is generated by the socket send routine
and is used by the socket receive routine to alocate memory for the received message. Thisfied is not
returned to the caller of BswdReceiveM sy().

1.1 Broadsword Gatekeeper to Client Connect Message (BGCCM)

The BGCCM is used to initiate a TCP/IP socket connection to the assigned Gatekeeper. A client must
make a connection to the Gatekeeper on the port specified in the server_env_vars file constructed

during indalation. The message formet is outlined in Figure 1.1-1 below.

Message Name BGCCM
Token Name Meaning or Use Format M ax. Required
Length
LOGIN_ACCOUNT Loginuser ID or identity | A/N/S 8 Yes
of user at the assigned
Gatekeeper
LOGIN_HOST _IP IP address of users AIN/S 15 Yes
workstation
LOGIN_PASSWORD | Login user password at AIN/S 8 Yes
the assigned Gatekeeper
ORIGINATOR WS User workstation user ID | A/N/S 8 Yes
CLIENT_HELP Yes, No flag to request A 1 No

client hdp informetion.
Default is NO.

Figure1l.1-1
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1.2 Broadsword Gatekeeper Connect Response M essage (BGCRM)

The Gatekeeper responds to the client with the Gatekeeper Connect Response Message. The
BGRM informsthe client of the status of the connect, reason for fallure, and Gatekeeper configuration
information. Figure 1.2-1 outlines the message format for the BGCRM. Please note that not al tokens
are returned. Also note that the BGCRM is composed of multiple BVLMF sub-messages.

Parent Message Name BGCRM

Token Name Meaning or Use Format | Max Required
Length
STATUS A Boolean status returned indicating N 1 Yes
success(0) or failure()
Of the connect
MESSAGE Gatekeeper reason for connection A/N Vaidbdle | No
falure
CLIENT_ROLE Indicates the user’ srole: 0 = Genera N/S Vaidde | Yes
user, 1 = System Admin. 2 = SSO.
This token may repest.
GATEKEEPER Thistoken beginsthe GATEKEEPER | A N/A Yes
sub-message. The message defines the
applicable gatekeeper and connected
backside sources.
TYPE Denotes the gatekeeper as (A) A 1 Yes
Assigned or (R) Remote
GKPR_REF World unique gatekeeper ID AIN/S 25 Yes
GKPR_DESC Site gatekeeper description A/N Vaiadle | Yes
GKPRKMFLAG Denotes the gatekeeper as keymaster | A 1 No
(Y)esor (N)o. Default is (N)o.
SOURCE Thistoken beginsthe SOURCE sub- | A N/A Yes
message. This message definesa
backside source. There will be at least
one source.
SOURCE_REF World unique source reference 1D AIN/S 47 Yes
SOURCE_NAME A source type abbreviation for the A/N 6 Yes

backside source
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Token Name

Meaning or Use

Format

M ax
Length

Required

SOURCE_DESC

Description of the source

A/N

Vaiadle

Yes

SOURCE_TYPE_INFO

Describes the type or kind(s) of
information this source provides.

A/N

Vaiddle

Yes

FIND

Source supports keyword search as
well as BQS (Y/N). Default isN.

No

TARGET _GEO_PNT

A vdlid geo dtribute name indicates the
source supports geographic target
searches by point. Default is not
supported.

Vaiddle

No

TARGET _GEO CIR

A valid geo dtribute name indicates the
source supports geographic target
searches by circle. Default is not
supported.

Vaiadle

No

TARGET_GEO_POLY

A vdid geo dtribute name indicates the
source supports geographic target
searches by polygon. Default is not
supported.

Vaiaddle

No

TARGET GEO POLY_
VERT

Numeric vaue to indicate maximum
number of vertices supported for
TARGET GEO POLY.

No

IMAGE_GEO_PNT

A valid geo dtribute name indicates the
source supports geographic image
searches by point. Default is not
supported.

Vaiddle

No

IMAGE_GEO CIR

A valid geo dtribute name indicates the
source supports geographic image
searches by circle. Default is not
supported.

Vaiadle

No

IMAGE_GEO POLY

A vdid geo dtribute name indicates the
source supports geographic image
searches by polygon. Default is not
supported.

Vaiddle

No

IMAGE_GEO _POLY V
ERT

Numeric vaue to indicate maximum
number of vertices supported for
IMAGE_GEO POLY.

No

PRODUCER

User has producer permissions (Y/N).
DefaultisN

No
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Token Name

Meaning or Use

Format

M ax
Length

Required

CHIP_MODE

Method of image chipping. Geo, Faf or
None. Default is None

No

QUERYABLE_FLDS

This token identifies the queryable
fields sub-message. There will be one
QUERYABLE_FLDS per source.
This sub-message is part of the
SOURCE sub-message.

N/A

Yes

ELEMENT_SECTION

This token identifies the e ement section
sub-message. This sub-messageis part
of the QUERYABLE _FLDS sub-
message. There may be more than one
ELEMENT_ SECTION

N/A

SECTION_NAME

Section name

Vaiddle

Yes

ELEMENT

Thistoken beginsthe ELEMENT sub-
message. This message defines each
queryable field per section

N/A

Yes

DATA_NAME

Datafidd name

A/N

Vaiddle

Yes

RETURNABLE_FLDS

This token identifies the returnable
fields sub-message. There will be one
RETURNABLE_FLDS per source.
This sub-message is part of the
SOURCE sub-message.

N/A

Yes

ELEMENT_SECTION

This token identifies the element section
sub-message. This sub-message is part
of the RETURNABLE FLDS sub-
message. There may be more than one
ELEMENT_ SECTION

N/A

SECTION_NAME

Section name

Vaiddle

Yes

ELEMENT

Thistoken beginsthe ELEMENT sub-
message. This message defines each
queryable field per section

N/A

Yes

DATA_NAME

Daafidd name

A/N

Vaiddle

Yes
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Token Name

Meaning or Use

Format

M ax
Length

Required

CONF_ELEMENT

Thistoken identifies the
CONF_ELEMENT sub-message.
These eement(s) conflict with an
ELEMENT inthe ELEMENTS sub-
message. This sub-messageis part of
the SOURCE sub-message.

N/A

No

ELEMENT_SECTION

This token identifies the element section
sub-message. There may be more than

one ELEMENT_SECTION. This sub-

message isreturned only if

CLIENT HELP=Y

N/A

SECTION_NAME

Section name

Vaiddle

Yes

ELEMENT

This token begins the fourth BVLMF
sub-message. This message defines all
elements common to al sources
returned in aquery response. Sources
must identify dl field names returned in

aquery response.

N/A

Yes

DATA_NAME

Datafidd name

AN

Vaidde

Yes

DATA_TYPE

Data attribute type: (C) character; (N)
numeric; (S) sgned numeric.

1

Yes

MAX_LENGTH

Maximum length of data fied dement

Vaiddle

Yes

MIN_LENGTH

Minimum length of detafidd dement.
Default isO

Vaiddle

No

DATA_PRECISION

Numeric precison for Sgned
DATA_TYPE

10

No

DATA_RANGE

A range expression depicting the
DATA_TYPE. Thisfidd may repest.
Examplesin Appendix V.

A/N/S

Vaiddle

No

DATA_LIST

A sngle daavduefor this
DATA_TYPE. Thisfiedd may repest.
Examplesin Appendix V.

A/N

Vaiddle

No

QRYP

This token identifies the parameter(s)
needed to query this source. This sub-
message is part of the SOURCE sub-

message.

N/A

No

SRCTOK

Thistoken identifies afidd thet is

N/A

Yes
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Token Name Meaning or Use Format | Max Required
Length
required when aquery is performed on
this source.
TOKEN_NAME Token name to be supplied inthe SRC | A/N Vaidble | Yes
sub-message of the BGCQM .
DISPLAY_NAME Digolay namefor thistoken if different | A/N Vaiade | No
than the TOKEN_NAME
DATA HELP Token name description or help text AIN/S Vaiade | No
DATA_TYPE Token name type (C) character; (N) A 1 Yes
numeric; (S) sgned numeric
MAX LENGTH Maximum length of token data N Vaidble | Yes
MIN_LENGTH Minimum length of token data. Default | N Vaiade | No
isO.
DATA_PRECISION Numeric precision for sgned token N 10 No
data
DATA _RANGE A range expression depicting thetoken | A/N/S Vaiadle | No
data. Thisfidd may repeat. Examples
in Appendix V.
DATA_LIST A dngle datavaue for thistoken data | A/N Vaiddle | No
Thisfidd may repeat. Examplesin
Appendix V.
REQP This token identifies the parameter(s) A N/A No
needed to request a product from this
source. This sub-message is part of
SOURCE sub-message.
SRCTOK This token identifies afield thet is A N/A Yes
required when arequest is performed
on this source
TOKEN_NAME Token name to be supplied in the A/N Vaiddle | Yes
BGCPRM message.
DISPLAY_NAME Display namefor thistoken if different | A/N Vaidbdle | No
than the TOKEN_NAME
DATA HELP Token name description or help text AIN/S Vaiade | No
DATA _TYPE Token name type (C) character; (N) A 1 Yes
numeric; (S) sgned numeric
MAX LENGTH Maximum length of token data. N Vaiadle | Yes
MIN_LENGTH Minimum length of token data. Default | N Vaiddle | No
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Token Name

Meaning or Use

Format

M ax
Length

Required

isO.

DATA_PRECISION

Numeric precison for signed token
data

10

No

DATA_RANGE

A range expression depicting the token
data Thisfield may repeat. Examples
in Appendix V.

A/N/S

Vaiddle

No

DATA_LIST

A dngle data vaue for this token data
Thisfidd may repeat. Examplesin
Appendix V.

A/N

Vaiddle

No

ELEMENTS

This sub-message identifies the
ELEMENTS sub-message. This sub-
message is part of the GATEKEEPER

sub-message.

N/A

No

ELEMENT_SECTION

This token identifies the dement section
sub-message. There may be more than
one ELEMENT_SECTION. This sub-
message is returned only if

CLIENT HELP=Y

N/A

Yes

SECTION_NAME

Section name

Vaiddle

Yes

SECTION_DISPLAY _N
AME

Section name to display if different than
SECTION_NAME

A/N/S

Vaiddle

No

ELEMENT

This token begins the fourth BVLMF
sub-message. This message defines all
elements common to al sources
returned in aquery response. Sources
must identify dl fidd names returned in

aquery response.

N/A

Yes

DATA_NAME

Datafidd name

A/N

Vaiddle

Yes

DISPLAY_NAME

Daafidd display nameif different than
DATA_NAME

AN

Vaiddle

No

DATA_HELP

Data fiedd ement description or help
text

A/N/S

Vaiddle

No

DATA_TYPE

Data attribute type: (C) character; (N)
numeric; (S) sgned numeric.

Yes

MAX_LENGTH

Maximum length of datafidd dement

Vaiddle

Yes
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Token Name Meaning or Use Format | Max Required
Length

MIN_LENGTH Minimum length of detafidd dement. | N Vaidde | No
Default isO

DATA_PRECISION Numeric precison for signed N 10 No
DATA TYPE

DATA_RANGE A range expression depicting the AIN/S Vaiade | No
DATA_TYPE. Thisfied may repest.
Examplesin Appendix V.

DATA_LIST A sngle datavalue for this A/N Vaiddle | No

DATA_TYPE. Thisfiedd may repest.

Examplesin Appendix V.

Figurel.2.1
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1.3 Broadsword Gatekeeper to Client Query Message (BGCQM)

The BGCQM is used to initiate a query or find to a source or sources. The query may be sequentia or
smultaneous. Figure 1.3-1 outlines the message format for the BGCQM. Note that the BGCQM is
composed of multiple BVLMF sub-messages.

Parent Message Name BGCQM
Token Name Meaning or Use Format | Max Required
Length
QUERY_TYPE Indicates either Smultaneous (0) or | N 1 Yes
Sequentid (1) query or search.
Default is Smultaneous.
THUMBNAILS Return thumbnailsif avallableY or | A 1 No
N. Default isNO.
MAX_THUMBNAILS | Return maximum number of N Vaiade No
thumbnails Default is All.
MAX_HITS Return maximum number of tota N Vaiadle No
hits. Default is All.
NEXT_HITS Return this number of hits asthe N Vaiadle No
next block of hits Default is All.
BQS Thistoken identifiesthe BQS sub- | A N/A Yes
message. There may be more than
one BQS sub-message
BQS STMT Binary query syntax statement for | A/N/S Vaiade No
query and or geo search.
FIND_STMT Binary query syntax Satement for | A/N/S Vaidde No
keyword search.
SRC Thistokenidentifiesthe SRC sub- | A N/A
message. There may be more than
one SRC sub-message
HIT LIST * A DATA_NAMESto return. (This | A/N/S Vaidble No
token may repest)
SOURCE_REF Source reference to route query or | A/N/S 47 Yes
search. There may be more than
one source reference
SOME TOKEN NAME | A source specific token name AIN/S Vaiadle No

required for this source. There
may be zero or more of these
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Token Name

Meaning or Use

Format

M ax
Length

Required

TOKEN NAMES for a particular
source. The name or names are
returned in the BGCRM.

FIGURE 1.3-1
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The BGOQRM message is used to return the query or find resultsto the client. Figure 1.4-1 outlines the

message format for the BGQRM. This message may contain many BV LMF sub-messages.

Parent Message Name BGQRM
Token Name Meaning or Use Format M ax Required
Length
TOTAL_HITS Tota number of hits reported. N Vaiaddle | Yes
STATUS Thistoken identifies the Satus A/N N/A Yes
sub-message
STS SOURCE _REF Source reference reporting the AIN/S 47 Yes
status.
QRY_STATUS Denotes SUCCESS (0) or N 1 No
FAILURE (1) of this source. For
sequentia queries, agtatus of (1)
indicates that the source was not
accessed when this source
appears after the source that
reported SUCCESS with
SOURCE HITS> 0.
SOURCE _HITS Totd number of hitsreportedby | N Vaiadle | No
this source. Defaullt is zero.
STATUS MSG Text satus message from this A/N Vaiddle | No
source.
HIT This token identifies the hit sub- A N/A No
message
DUP_FLAG Indicatesthat thishitisa A 1 Yes
duplicate(Y/N)
SOURCE_REF Source reference generdting this | A/N/S 47 Yes
hit.
PRD Thistoken identifiesthe A N/A Yes
PRODUCT sub-message. This
message will contain at leest the
ACCESSID.
ACCESSID Ipl/5D ACCESSID, IESSNDS | A/N/S 64 Yes
IMAGEID, MIDB FAC KEY
AUTHORITY Classification authority A/IN/S 20 No
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Token Name Meaning or Use Format M ax Required
Length
CLASS Product classfication A 1 Yes
CLEVEL NITF compliance leve N 2 No
CODEWORDS Codewords AIN/S 40 No
CONTROL Control and handling AIN/S 40 No
DWNG Downgrade date N 8 No
DWNGEVENT Downgrade event. Thisfidd is AIN/S 40 Cond.
mandatory if DWNG = 999998
FMCONTROL Foreign materia control AIN/S 32 No
MAPID Map identifier AIN/S 40 No
NUMFILES Number of filesin product N 2 No
ONAME Originators name A/N 27 No
OSTAID Originators station identifier A/N 10 No
PRODCODE Product code A/N 2 No
PRODCRTIME Product create time (ZULU) AIN/S 14 No
PRODFMT Product file format AIN/S Vaiade | No
PRODFSIZE Tota product file size N 12 No
PRODIDNO Product identification number AIN/S 20 No
PRODOFFLINE Product is off-line flag (Y/N) A 1 No
default isN
PRODSNME Product short name AIN/S 10 No
PRODTITLE Product title AIN/S 80 No
PRODUCERCD Producer code A 2 No
PRODUCERSE Producer source A/IN/S 6 No
RELEASE Countrieswhich product is A/N 80 No
authorized for release.
SUBDET Subjective detall A/N 1 No
DATECREATED Date product entered archive AIN/S 14 No
(ZULV)
DATEMODIFIED Date product was modified AIN/S 14 No
(ZULV)
UTAPEID Archive tape identifier A/IN/S 40 No
NUM_THUMBNAILS | Totd number of thumbnails N Vaidble | No
available for this product
ATEXT Associated text AIN/S 25245 No
DATASET This code identifies the type of C 40 No

dataset
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Token Name Meaning or Use Format M ax Required
Length
SECURITYTEXT Provides additiona information A 1 No
about classfication
THM Thistoken identifies the A N/A No
THUMBNAIL sub-message.
FILE NUMBER TH Imege file origin of thumbnail N 2 Yes
IMAGENBR TH Image number origin of thumbnall | N 3 Yes
FORMAT Image format of thumbnail AIN/S Vaiaddle | Yes
THUMBNAIL Thumbnail image data A/IN/S Vaidble | Yes
SCT Thistoken identifiesthe A N/A No
SECTION details sub-message
FILE_ NUMBER_S File number origin of Section N 2 Yes
details
PPNUM Page part number A/N 5 No
TPP Total pages/parts N 3 No
SECTITLE Section title A/N 40 No
ARP Thistoken identifiesthe A N/A No
ASSOCIATED REPORTS sub-
message
FILE NUMBER_A File number origin of Associated | N 2 Yes
Report
ASSRPT Associated report AIN/S 20 No
ID Unique source or report identifier | A/N 8 No
CUTOFFDATE Date of the information of the N 8 No
referenced source
TYPE Type or intelligence report or A/N 9 No
Document referenced
KEY Thistoken identifies the A N/A No
KEYWORD sub-message
FILE NUMBER K File number origin of Keyword N 2 Yes
KEYWORD Keyword AIN/S 255 No
RQO Thistoken identifies the A N/A No
REQUESTING
ORGANIZATION sub-message
FILE_ NUMBER R File number origin of Requesting | N 2 Yes
Organization
REQORG Requesting Organization AIN/S 64 No
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Token Name Meaning or Use Format M ax Required
Length
PER Thistoken identifiesthe PERSON | A N/A No
sub-message
ASSOCTRY Associated country A 2 No
DOB Date of birth (CCYYMMDD) N 8 No
FIRSTNME Person firg name A/N 28 No
LASTNME Person last name A/N 28 No
MIDNME Person middle name A/N 28 No
FILE NUMBER P File number origin of Person N 2 No
IMAGENBR_P Image number origin of Person N 2 No
GRADE Military grade of person A/N 2 No
PROFESSION Job, type of employment A/N 54 No
UTMCOORDS UTM coordinate of person A/N 16 No
GEOCOORDS Geo coordinate of person A/N 15 No
EQP Thistoken identifiesthe A N/A No
EQUIPMENT sub-message
CTRYDSN Country code where product A/N 2 No
designed
CTRYPROD Country code where product A/N 2 No
produced
EQPCODE Equipment code AIN/S 7 No
EQPMAN Equipment manufacturer AIN/S 64 No
EQPNOMEN Equipment nomenclature AIN/S 45 No
OBTYPE Order of battle type AIN/S 1 No
ORDBAT Order of battle AIN/S 3 No
OBJNVIEW Objective view AIN/S 6 No
FILE NUMBER E File number origin of equipment N 2 Yes
IMAGENBR_E Image number origin of equipment | N 3 No
ALC Airfidd load dass A 1 No
APT Airfidd pavement type A 1 No
CAP The actud or ability to do N Vaiddle | No
something
ELNOT Electronic intelligence ELINT A/N 5 No
notation.
ELSTE Site number of a specific A/N 5 No
electronic Ste or equipment
LENGTH Measurement of theextentofan | N Vaiable | No
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Token Name Meaning or Use Format M ax Required
Length
object.
WAC World area code A/N 4 No
PRIMOPERAREA Primary operating area A 2 No
QOH Quantity on hand N Vaiddle | No
ALG Country this entity owes its A 2 No
dlegiance.
AZIMTH This entity’ s orientation N Vaiddle | No
EVT Thistoken identifiesthe EVENT | A N/A No
sub-message
EVENTNAME Event name A/IN/S 38 No
EVENTTYPE Event type AIN/S 8 No
FILE NUMBER EV FHle number origin of event N 2 Yes
IMAGENBR EV Image number origin of event N 3 No
BEGINDATE Date event started N 14 No
ENDDATE Date event ended N 14 No
EVTID Event identifier A/N 11 No
LOC L ocation of event A 2 No
UTMCOORDS UTM coordinate of event A/N 16 No
GEOCOORDS Geographic coordinate of event A/N 15 No
TGT Thistoken identifiesthe TARGET | A N/A No
sub-message
CAT Target category AIN/S 5 No
CTRYCD Target country code A/N 2 No
DATUM Datum of map A/N 3 No
PERCOVER Percent of coverage N 3 No
TGTGEO Target geographic coordinate AIN/S 15 No
TGTID Target identifier (BE_ NUMBER) | A/N/S 10 No
SUFFIX Target identifier suffix N 5 No
TGTNAME Target or facility name AIN/S 38 No
TGTUTM Target UTM coordinates AIN/S 15 No
FILE NUMBER T File number origin of target N 2 Yes
IMAGENBR_T Image number origin of target N 3 No
ADA Air defense area A 5 No
ALG Country or politicd entity facility | A 2 No
owes dlegiance
AZIMUTH Orientation of facility N Vaiadle | No
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Token Name Meaning or Use Format M ax Required
Length
DEPTH Depth of facility N Vaialle | No
ELEV Elevation of fadility N Vaiddle | No
REGION Generd areaof theworld where | A 2 No
facility islocated.
LENGTH Length of fadlity N Vaidble | No
OPERSTATUS Operationd status of facility A 3 No
PERALG Country dlegiance of personnel A 2 No
QUANPER Number of personnd at facility N Vaiadle | No
SITENUMBER Facility ste number N Vaialle | No
TGTDATAINV Target data inventory program A 3 No
TGTRAD Radius of the target N Vaiadle | No
WAC World area code A 4 No
WIDTH Width of fadility N Vaidble | No
IMG Thistoken identifiestheIMAGE | A N/A No
sub-message
ABPP Actud bits per pixd N 2 No
ANGLETONORTH Angle to north N 3 No
CAMSPECS Camera specifications A/N 32 No
CLOUDCVR Percent of cloud cover N 3 No
COMGEN Compression generation N 2 No
COMRAT Compression rate AIN/S 4 No
ESD Exploitation support data available | A 1 No
GENERATION Image generdtion N 1 No
IC Image compression type A/N 2 No
ICAT Image category AIN/S 8 No
ICORDS Image Coordinate type A 10 No
IGEOLO Image four corner geographic AIN/S 60 No
coordinates
IMAGEID 200 EA Image Identifier A/IN/S 60 No
IREP Image representation A/N 8 No
MEANGSD Mean GSD N 7 No
MSNNUM Mission number A/N 7 No
NBANDS Number of image bands N 4 No
NCOLS Number of pixd columns N 8 No
NROWS Number of pixd rows N 8 No
NIIRS Nationa image interpretability S 3 No
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Token Name Meaning or Use Format M ax Required
Length
rating scae
OBLANGLE Obliquity angle S 5 No
OTHERCOND Other conditions A/N 2 No
PROJID Project identifier A 2 No
RPC Rapid positiond capability A 1 No
SENSMODE Sensor mode A/IN/S 12 No
SENSNAME Sensor name AIN/S 18 No
SOURCE Source of image AIN/S 255 No
SRP Standard radiometric product A 1 No
SUBQUAL Subjective qudity A 1 No
SUNAZ Sun azimuth S 5 No
SUNEL Sun devation S 5 No
STEREOID Stereo identifier A/IN/S 120 No
TIMECOLL Time of image collection (ZULU) | A/N/S 14 No
IDATUM Datum of image AIN/S 10 No
LIC License A/IN/S 10 No
PREPROC Preprocessing required AIN/S 20 No
SATID Sadlite identification AIN/S 10 No
SATTRACK Satellite track location AIN/S 8 No
START _FAF H Start faf horizonta N 5 No
START _FAF V Sart faf verticd N 2 No
END FAF H End faf horizontal N 5 No
END FAF V End faf vertica N 2 No
FILE NUMBER | File number origin of image N 2 Yes
IMAGENBR | Image number N 3 Yes
PROJSY S Projection system A/N 2 No
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Token Name Meaning or Use Format M ax Required
Length
NWL Thistoken identifiesthe Network | A 3 No
Link Sub-message.
COMMID Uniquely identifies each A/N 13 No
communications network
LEVEL Leve of thislink in condruction A/N 5 No
ALG Country or politica entity towhich | A 2 No
network owes alegiance
NAME Recognized network or link name | A/N 54 No
TYPE Function of the network link A 3 No
NWN Thistoken identifiesthe Network | A 3 No
Node Sub-message
ROLE Role node plays in network A/N 3 No
UTMCOORDS UTM coordinate of node A/N 16 No
GEOCOORDS Geographic coordinate of node A/N 15 No
OBS Thistoken identifies the A 3 No
Observation Sub-message
CLUSTERID Uniqueid for a cluster of A/N 15 No
intercepts or reports
EXTID Externd |d assigned to the A/N 30 No
observation or track
UTMCOORDS UTM coordinate of observation | A/N 16 No
GEOCOORDS Geographic coordinate of A/N 15 No
observation
CcC Country code of observation A 2 No
SIG This token identifies the Sgnd A 3 No
sub-message
ID Unique Sgnd identifier A/N 6 No
TRK Thistoken identifiesthe TRACK | A 3 No
sub-message
ALG Country or politica entity towhich | A 2 No
track owes its dlegiance
SPEED Estimated speed or track N Vaiable | No
NAME Name of entity being tracked A/N 54 No
UTMCOORDS UTM coordinate of track A/N 16 No
GEOCOORDS Geographic coordinate of track A/N 15 No
CcC Country code of track A 2 No
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Token Name Meaning or Use Format M ax Required
Length
UNT Thistoken identifiesthe UNIT A 3 No
sub-message
ECHELON Organization leve of unit A/N 4 No
FLEETID Navd fleet unit is assgned A/N 1 No
MILAREA Military didtrict, region or zone A/N 5 No
OPERSTATUS Operationa datus of unit A/N 3 No
PERSTY PE Type of personnd in unit A/N 3 No
PRIMISSION Primary misson of unit A/N 4 No
UNITID Unique identifier of unit A/N 10 No
QOH Quantity of personnd on hand N Vaiable | No
NAME Name of the unit A/N 54 No
GEOCOORDS Geographic coordinate of unit A/N 15 No
UTMCOORDS UTM coordinate of unit A/N 16 No
CC Country code of unit A 2 No
ALG Country or palitica entity towhich | A 2 No
unit owes alegiance
OBTYPE Order of battle type A 1 No
OTHERS Thistoken is used to denote other
tables, views or data groups.

These names must be unique as
well asthe token names. These
new views will be maintained by
their creator.

ANY TOKEN_NAME

FIGURE 14-1
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1.5 Broadsword Gatekeeper Client Product Request M essage (BGCPRM)

The BGCPRM message is used to request products from the Gatekeeper's backside sources. Products
can be imagery, video, text documents, audio clips, and reports. Figure 1.5-1 outlines the message
BGCPRM message format. Note that the BGCPRM is composed of multiple BVLMF sub-messages

Parent Message Name BGCPRM
Token Name Meaning or Use Format | Max Required
Length

SRC Thistoken identifiesthe SRC A N/A Yes
sub-message. There may be
more than one SRC sub-
message.

SOURCE_REF World unique source ID where | A/N/S 47 Yes
product resides

SOME TOKEN NAME A source specific token name AIN/S Vaiade | No
required for thissource. There
may be zero or more of these
TOKEN NAMESfor a
particular source. The name or
names are returned in the
BGCRM.

ACCESSID Accessd, Imageid, which A/N/S 64 Yes
uniquely identifies the product
requested. Note: Thistokeis

part of the parent BGCPRM
message.

RRDS Reduced resolution data set N 1 No
requested for image product.

FILE_NUMBER A commaseparated numericlist | N/S Vaidble | No

for the image filg(s) requested.
Default isdl imegefiles

IMAGENBR A comma separated numeric lis | N/S Vaiade | No
for sub-images requested from
oneimagefile Defaultisdl
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Token Name

Meaning or Use

Format

M ax
Length

Required

images.

METADATA

A YN flag indicating that the
backside source will supply a
source-defined meta-datafile
which contains dl the meta-data
about the product. Default is
“N”.

No

FORMAT

For image requedts, the
requested image format. For
reports the report name or type.

A/N

Vaiddle

No

COMPRESSION

For image requests the
compression type.

AN

No

RATE

For image requests the
compression rate.

A/N/S

No

FILENAME

Requestors filename.

A/N/S

80

Yes

BQS STMT

Binary query syntax statement for
report generation.

A/N/S

Vaiddle

No

NOTIFICATION_MODE *

| dentifies the request as ether:
Synchronous, asynchronous,
emall notification of IPC
notification. This release only
supports IPC natification.

Yes

EMAIL_ADDR*

Use full emall addressiif
natification method is emal.

A/N/S

Vaiadle

No

STATUS LOG ADDR

|P address to which product
ddivery status messages are sent.

N/S

15

No

STATUS PORT

The port number where product
ddivery gatus message is sent.

No

IDEX_REQ

Thistoken identifies the IDEX
request specific parameters sub-
messge

N/A

No

PRODUCT_SIZE

Numeric vaue which identifies
the image product size requested

No

LAN_CLASS

Character which identifies the
LAN classfication for product
request.

No
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Token Name Meaning or Use Format | Max Required
Length
REGION Upper left and lower right A/N/S 30 No
geographic coordinates required
for image product chip
generdtion.

CLEVEL NITF compliance leve. N 2 No
POINT Geographic point required for AIN/S 15 No
image product chip generation by

point and redii.
RADIUS MAJOR Magor radiusrequired for image | N 4 No
product chip generation by point.
RADIUS MINOR Minor radiusrequired forimage | N 4 No
product chip generation by point
AZIMUTH Azimuth of elipsein degrees. N 3 No
AUTO RED Image auto reduction. N 1 No
BIT SZE Image product bit size. N 2 No
FAF This token identifies the FAF A N/A No
chip method sub-image
SUB IMAGE TYPE Type of sub-image requested. A 1 No
START _FAF H Vdid gart faf horizontd. N 5 No
START FAF V Vdid gart faf verticd. N 2 No
END FAF H Vdid end faf horizontd. N 5 No
END FAF V Vdid end fef verticd. N 2 No
EXP_FORMAT Expansion format (00). N 2 No
DEST Thistoken identifiesthe ddivery | A N/A Yes
degtination sub-message. There
may be more than one DEST
sub-message specified.
DEST_ACCOUNT Deliver product to this account AIN/S 8 Yes
name.
DEST_PASSWORD Déliver product usng this AIN/S 8 Yes
password.
DEST _IP Deliver product to thisIP AIN/S 15 Yes
address.
DEST PATH Ddliver product to this path. AIN/S 255 Yes
CSL This token identifies the CSIL A N/A No

request sub-message.
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Token Name Meaning or Use Format | Max Required
Length
MAIL_ADDRESS Déliver the product to thismailing | A/N/S Vaiadle | Yes
address
DELIVERY METHOD Use this ddivery method AIN/S Vaidle | Yes
PRIORITY Request priority AIN/S Vaiadle | Yes
USERNAME CSIL regigtered username AIN/S Vaiadle | Yes
PASSWORD CSIL registered password AIN/S Vaiadle | Yes
ORDER This token identifies the CSIL A N/A Yes
ORDER sub-message.
MEDIA Ddivery media AN Vaiadlle | Yes
MEDIA FORMAT Déliver in thisimage forma. A Vaiadle | Yes
BAND_COMBO Band combination, acomma N/S Vaiadle | Yes
separated list of band numbers.
QUANTITY Actua number of copies N Vaiadde | Yes

FIGURE 15-1
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The BGPRA message is used by the Gatekeeper to both acknowledge product requests have been
received by the Gatekeeper and report status of those product requests. This message will be sent by
the Gatekeeper for every product request (BGCPRM) and as aresponse to Client request for satus,
(BGCRFS). The BGPRA will be composed of multiple BVLMF sub-messages. The message format is

outlined in figure 1.6-1.

Parent Message Name BGPRA
Token Name Meaning or Use Format Max Required
Length
REQUEST_RSP This token identifies the REQUEST_RSP A N/A Yes
sub-message.
REQUEST KEY World unigue product request identifier AIN/S Vaiale Yes
FILENAME Users request filename. AIN/S 255 Yes
REQ DATE TIME Product request date —time. AIN 14 Yes
SOURCE REF Original source reference AIN/S 47 Yes
TASK NUMBER CISL request task number. AIN/S Vaiale No
STATUS This token identifies the STATUS sub- A N/A Yes
message. For synchronous requests this
message will be sent on request
completion. For asynchronous, email, and
IPC, this message will be sent as an
acknowledgement of the BGCPRM. If
notification mode is IPC, this message will
be sent once for every request state
change. There will be one STATUS sub-
message for every destination in the
origina request.
REQUEST _STATUS Current status of request. 0 = success, 1 = N 1 Yes
Failure, 2 = Pending, 3 = request audit has
been archived.
STATUSMSG Text message describing current status. AIN/S Vaidde Yes
DEST_ACCOUNT Identifies the destination account name. AIN/S 8 Yes
DEST IP Identifies the destination |P address. AIN/S 15 Yes
DEST _PATH I dentifies the destination path. AIN/S 255 Yes
RPT DATE TIME The report date and time. AIN 14 Yes

FIGURE 1.6-1
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1.7 Broadsword Gatekeeper Product Request |PC Statusresponse. BGIPCR
The BGIPCR message is used to communicate product request status updates via socket inter-process
communication. This message is sent to the | P address and Port number identified in the BGCPRM.
Figure 1.7.1 outlines the BGIPCR message.

Token Name Meaning or Use Format M ax Required
Length
HOSTNAME Reguestors host name AIN/S 30 Yes
USERID Requestors user id. AIN/S 28 Yes
REQUESTDTM Request dateltime stamp AIN/S 14 Yes
DESTHOSTNAME Reguest destination host name AIN/S 30 No
DEST NUMBER Dedtination number N 2 No
ACCESSID Requested product’s Accessid AIN/S 64 Yes
DEST PATH Dedtination path name AIN/S 255 No
FILENAME Requegtor’ s filename AIN/S 80 No
REPORT TIME Status report time AIN/S 14 Yes
TRANSFER_SIZE File trander byte Sze N 12 Yes
SOURCE IP Product’ s source | P address AIN/S 15 Yes
NUM_FILES Number of filestransferred N 3 Yes
CLIENT_PID Processid of reguestor N 10 Yes
REQUEST _NUMBER One up number of client’s N 5 Yes
request
STATUS TEXT Current product request status A/N Vaidble Yes

Figure10-7.1
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1.8 Broadsword Gatekeeper Product Status Request M essage (BGCRFYS)

The BGCRFS message is used to request product delivery status from the Gatekeeper. Figure 1.8-1
outlines the BGCRFS message.

Parent Message Name BGCRFS
Token Name Meaning or Use Format | Max Required
Length
REQUEST _INFO | Thistoken identifiesthe A N/A Yes
REQUEST INFO sub-message.
REQUEST_KEY World unique product request AIN/S Vaiddle | Yes
identifier.
ACCOUNT Request status for this user or account | A/N/S Vaiade | No
name
PASSWORD Request status for the user with this AIN/S Vaidble | No
password
TASK_NUMBER Request CSIL statusfor thistask AIN/S Vaidble | No
number only

FIGURE 1.8-1
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1.9 Broadsword Gatekeeper Client Catalog New Product (BGCCNP)

The BGCCNP message is used to catdog a new product on a backside source. Products can be
imagery, video, text documents, audio clips, or reports. Figure 1.9-1 outlines the message BGCCNP
message format. Note that the BGCCNP is composed of multiple BVLMF sub-messages

Parent Message Name BGCCNP
Token Name Meaning or Use Format | Max Required
Length
CATALOG USER The vaid catalog username on A/N 28 Yes
the backside source.
CATALOG_PASSWORD | The catadog user’'spassword on | A/N 28 Yes
the backside source
SOURCE_REF World unique source ID where | A/N/S 47 Yes
product will be pushed
PRODTITLE Product title A/N 80 Yes
PRODUCT _FILES Thistoken identifies the N/A Yes
PRODUCT _FILES ab A
message. This sub-message may
repedt.
PATH New product’sfull path A/N/S 255 Yes
FILENAME New product’sfile name AIN/S 255 Yes
IP_ADDRESS New product’sip address AIN/S 15 Yes

FIGURE 1.9-1
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The BGCNPA messageis used by the Gatekeeper to both acknowledge cataog new product requests
have been received by the Gatekeeper and report status of those catalog new product requests. This
message will be sent by the Gatekeeper for every product request (BGCCNP) and as aresponse to

Client request for catdog satus, (BGCRFCS). The message format is outlined in figure 1.10-1.

Parent Message Name BGCNPA
Token Name Meaning or Use Format Max Required
Length
CATALOG KEY World unique product catalog identifier AIN/S Vaiale Yes
SOURCE _REF Source reference accepting catalog AIN/S 47 Yes
PRODTITLE Product title AIN 80 Yes
CAT DATE TIME Catalog accepted time A/N 47 Yes
RPT_DATE TIME Current status date — time A/N 14 Yes
CATALOG _STATUS Numeric success, failure. 0 = success, 1 = N 1 Yes
Failure, 2 = Accepted.
STATUSMSG Text message detailing reason(s) for A/IN/S Vaidde Yes

product catalog failure or a successful
message.

FIGURE 1.10-1
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1.11 Broadsword Gatekeeper Client Request for Catalog Status (BGCRFCYS)

The BGCRFCS message is used to request product catalog status from the Gatekeeper. Figure 1.11-1
outlines the BGCRFCS message.

Parent Message Name BGCRFCS
Token Name Meaning or Use Format | Max Required
Length
CATALOG _KEY World unique catalog product AIN/S Vaiale | Yes
identifier

FIGURE 1.11-1
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1.12 Broadsword Gatekeeper Client Request for Top Ten Requests (BGCTTR)

The BGCTTR messageis used to request alist of the top product request from the Gatekeeper. Figure
1.12-1 outlinesthe BGCTTR message.

Parent Message Name BGCTTR
Token Name Meaning or Use Format | Max Required
Length
REQUESTS Return the top REQUESTS where N Vaiddle | Yes
REQUESTS isanumber >=0.
USER NAME Return top REQUEST for this user A/N Vaiddle | No
only.
SOURCE_REF Return top REQUEST Sfor this AIN/S Vaiade | No
source reference only.

FIGURE 1.12-1
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1.13 Broadsword Gatekeeper Top Ten Requests Response Message (BGCTTRM)

The BGCTTRM message is used to return alist of the top product requests from the Gatekeeper.
Figure 1.13-1 outlines the BGCTTRM message. The REQUEST with the highest count will gppear
firg inthe BGCTTRM. There will be zero or more REQUEST sub-messages returned. The actual
number depends on how many were requested and how many rows are currently in the database table.

Parent Message Name BGCTTRM
Token Name Meaning or Use Format | Max Required
Length
STATUS Status of the request, 0 = SUCCESS, N Vaiale | Yes
1=FAILURE
REQUEST Thistoken identifiesthe REQUEST A N/A No
sub-message.
SOURCE_REF Thisis the source reference that AIN/S | Vaiale | Yes
provided this product.
GKPR_REF Thisisthe gatekeeper reference that AIN/S | Vaiale | Yes
provided this product
ACCESSID Thisisthe source accessd for the AIN/S | 64 Yes
product.
USERID The user id that last requested the A/N 28 Yes
product.
REQUESTDTM Thisisthe last time the product was N 14 Yes
requested.
COUNT Thisis the count for this request. N Vaiale | Yes

FIGURE 1.12-1




37-2.0-1CD-08 99-B0O
25 August 1999

APPENDIX ||

2.1. API Function Definitions

The Broadsword Client to Gatekeeper APl defines the "C" functions to generate the various messages
defined in the ICD. This AP is comprised of the following functions:

a. BswdClientConnect() ... Establish connection to gatekeeper and return status, source
informetion.

b. BswdClientQuery() ... Send aquery, find or geo search to the source(s) selected and
return with query status and any query results.

c. BswdClientProductReq() ... Send a product request and return status of that product
request.

d. BswdClientRfy) ... Send a product request for status and return product
request status.

e. BswdClientCnp() ... Catalog anew product on a backside source.

f.  BswdClientRfcs)) ... Send arequest for catalog status and return catalog
status.

0. BswdClientRtt() ... Send arequest for the top ten requedts.

h. BswdClientLogout() ... Log of the client from the Gatekeeper.

All functions return aiinteger status equd to SUCCESS (0) or FAILURE (non zero). Reasons for failure
aedetalled in the eAPI_ ERRORS enumeration.

2.1.1 BswdClientConnect()
Cdling Sequence:
int BswdClientConnect(pCONNECT_PARAMS pConnect_params,- Structure containing
connection parameters

int *pSocket_id, - Socket 1D returned
int mode, - FILE_MODE,
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MEMORY_MODE
unsigned char **hConnect_rsp) - the BGCRM

The cdler fills out the structure pPCONNECTP_PARAMS with gpplicable information. The mode
alows the cdler to accept the response ether in a UNIX flat FILE or hegp MEMORY. If the mode is
FILE_MODE, then the cdler supplies the full file path and file name in hConnect _rsp. If the mode is
MEMORY _MODE, the response is returned in hConnect_rsp and the cdler is responsible for freeing
the HEAP memory.

Return values are API_SUCCESS for a successful login. The socket connection to the Gatekeeper is
returned in pSocket id and hConnect rsp contains the BGCRM. For status = APl FAILURE, the
reason for falureis found in the BGCRM. For any other status, hConnect_rsp is null and the reason for
falureis an AP falure, usudly invaid parameters in tCONNECT_PARAMS. The user is required to
parse the BGCRM for applicable connection information and freeing the hConnect_rsp.

The following isthe tCONNECT _PARAMS gructure;

typedef struct
{
char  *pPort; [* TCP/IP port number gatekeeper is lisening on*/
char  *pGkpr_hostname;  /* Hostname or | P address where gatekeeper is

running */
char  *pLogin_account; /* Broadsword UNIX login account */
char  *pLogin_host_ip; I* Client workstation IP address */

char  *pLogin_pwd; /* Broadsword UNIX login password */
char  *pOriginator_ws, [* Client’ s originator userid at his workstation */
char  *pClient_hep; [* Want help datareturned Y or N */

}tCONNECT_PARAMS, *pCONNECT_PARAMS,
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2.1.2. BswdClientQuery()
Cdling Sequence:

int BswdClientQuery(pQUERY _PARAMS pQuery _params, /* query parameters*/
int socket id, [* socket id */
int mode; /* FILE_MODE or

MEMORY_MODE*/

char **hQuery_rsp)/* the BGQRM */

The following isthe tQUERY _PARAMS gructure:

typedef struct
{

char *pQuery_type; /* Smultaneous 0 or Sequen 1 */

char *pThumbnails, /* Want thumbnailsreturned Y or N */

char *pPMax_thumbnails,  /* If thumbnails=Y thenthisis
the maximum number of thumbnails
returned */

char *pMax_hits /* maximum number of hits per source

to be returned. Default iSALL */
tBQS PARAMS *pBgs params,  /* linked list of BQS messages */
HQUERY_PARAMS, *pQUERY_PARAMS:;

typedef struct BQS_ PARAMStBQS PARAMS,
typedef struct BQS PARAMS *pBQS PARAMS;

sruct BQS PARAMS

{ char *pBgs_stmt; /* BQS statement to be sent to 1 or more
sources */
char *pHnd_stimt; /* Keyword search statement to be sent to 1
or more sources */
pSOURCES pSrc_reference; * linked list of sourcesto passthe Bgs
statement */
char *pHit_lig; [* comma separated hit list

(not implemented in this release)*/
pBQS PARAMS pNext_bgs; * next BQS src etc, null if last */
};

typedef struct SOURCES tSOURCES;
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typedef struct SOURCES * pSOURCES,

struct SOURCES
{
char *pSource_ref; * source reference of source returned in
the connect response message */
pSOURCES pNext_src; [* next sourcein ligt, NULL if no more*/
}

The cdler fills out the structure tQUERY _PARAMS with applicable information. The mode dlows the
cdler to accept the response ether in a UNIX fla FILE or hesp MEMORY. As with the
BswdClientConnect, if the mode is FILE_MODE, then the caller supplies the full file path and file name
in hQuery_rsp. If the mode is MEMORY _MODE, the response is returned in hQuery_rsp. The cdler
is responsble for freeing the HEAP memory.

Return values are API_SUCCESS for a successful query response from the Gatekeeper and the
hQuery_rsp contains the BGQRM. If the status is not API_SUCCESS, then the hQuery_rsp will be
null and the reason for falure is an AP failure, usudly invaid parameters in tQUERY _PARAMS. The
cdler is respongble for parsng the BGQRM for gpplicable query status and results and freeing the
hQuery_rsp.
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2.1.3 BswdClientProductReq()

Cdling Sequence:

int BswdClientProductReq(pPRODUCT _REQ pProd req _param, [* product request

int socket id,
int mode,
unsigned char

parameters */
* socket id */
/* FILE_MODE or
MEMORY_MODE */

**hRequest_rsp) [* the BGPRA */

The following isthe tPRODUCT _REQ sructure:

typedef struct

{

char

char

char
char

char

char

char
char

char
char
char
char
char
char

char

*pSource ref;
*pAccessid;

*pRrds,
*pFile_number;

* plmagenbr;
*pMetadata;

*pFormat;
*pCompression;

*pRéate;
*pFilename;
*pBgs_stmt;
*pNotify_mode;
*pEmail_addr;
*pStatus log_addr;

*pStatus_port;

* The source reference which has the
product/report */

[* Theidentifier of the product returned in
the query response */

* Reduced resolution data set value 0-8 */

f* Which file of amulti-file product: comma
separated list 1,2,3... or O for dl files*/

[* comma separated list of imagesto
extact 1,2,3 or O for dl image(s)*/

/* Want source specific metadata file sent
with product Y or N */

[* destination format or report */

[* compression mode C3= JPEG, C2 =
ARIDPCM */

[* compression rate based on
pCompression */

[* dedtination file name */

/* BQSfor (MIDB...) reports*/

* natification mode: Currently supported
IPC notification */

[* email address for notification: Not
currently supported */

* 1P address to send the request status
IPC messages */

[* TCP/IP port # to send the request status
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|PC messages */
char *pProduct_size; [* numeric product size: 1 = 1024x1024
2 =2048x2048
3 = 4096x4096
4 = 6144x6144
5 =8192x8192
6 = Full Segment */
char *pLan_class, /* LAN classfication of client S= SCI, C =
Collatera */
char *pRegion; /* UL and LR geo region of request for
chip*/
char *pClevd; /* NITF compliance level 1 - 6*/
char *pPoint; * geo point for dliptical chipping*/
char *pPMgjor_radius, [* Semi mgor radiusin nautica miles*/
char *pMinor_radius, f* Semi minor radiusin nautical miles*/
char *pAzimuthy [* Azimuth of elipsein degrees (0-359)*/
char *pAuto_red; [* auto reduction: 1= Suitable RRDs, 2=

Send Image Cropped, 3= Abort request
If cant satisfy client requirements */

char *pBit 9ze; [* Imagebit Sze 8,12,24 */
char *pSub_image type; /* 1PL 2.0 requirement */
char *pStart_faf_hy; [* faf #for chipping IPL 2.0 */
char *pStart_faf_v; [* faf # for chipping IPL 2.0 */
char *pEnd faf _h; [* faf # for chipping IPL 2.0 */
char *pEnd_faf v, [* faf #for chipping IPL 2.0 */
char *pExp_format; [* TFRD expansion format */
pPDESTINATION pDests;,  /* linked ligt of destinations*/

pCSIL pCsil_params, [* CSIL parameters*/

}tPRODUCT REQ;

typedef struct DESTINATION tDESTINATION;
typedef struct DESTINATION *pDESTINATION
struct DESTINATION

{
char *pDest_account; [* destination ftp account name */
char *pDest_password,; [* destination ftp account password */
char *pDest_ip; [* destination |P address */
char *pDest_path; [* degtination path not including filename*/

pPDESTINATION pNext; * next detination or NULL if no more*/
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};
typedef struct CSIL~ tCSIL;
typedef struct CSIL *pCSIL
struct CSIL
{
char *pMail_address; [* Ddiver product to this mailing address */

char *pDe_method;
char *pPriority;

char *pUsername;
char *pPassword,;
pORDER pOrder;

};
typedef struct ORDER tORDER,;
typedef struct ORDER *pORDER
struct CSIL
{
char *pPMedig;
char *pPMedia_format;
char *pBand_combo;
char *pQuantity;
char *pHardcopy_size;
pORDER pOrder_next;
};

The cdler fills out the structure tPRODUCT _REQ with applicable information. The mode dlows the

[* Usethis ddivery method */

[* At this priority */

[* Registered CSIL user*/

[* Registered CSIL password */
[* The CSIL order information */

[* Ddlivery mediatype */

[* Ddivery mediaformat*/

/* Band combination*/

[* Order quantity*/

[* hardcopy mediasize */

/* Next CSIL order or NULL if last */

caler to accept the response either in aUNIX flat FILE or hegp MEMORY .

Return values are API_SUCCESS for a successful product request from the Gatekeeper and the
hRequest_rsp contains the BGPRA. If the status is not API_SUCCESS, then the hRequest_rsp will be
null and the reason for fallureisan AP failure. The caller isrequired to parse the BGPRA for gpplicable

product request status.
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2.1.4 BswdClientRfs()
Cdling Sequence:
int BswdClientRfS(pREQUEST IDS *pRequest_key, /* world unique request key(s) */
cond int socket id; [* socket id */
int mode; /* FILE or MEMORY */
char **hRfs rsp) [* the BGPRA */

The cdler fills out the request identifier structure, socket id and mode with the applicable information.
The mode alows the caler to accept the response either in aUNIX flat FILE or heep MEMORY .

Return vaues are API_SUCCESS for a successful product status request from the Gatekeeper and the
hRfs rgp contains the BGPRA. If the status is not API_SUCCESS, then the hRfs_rsp will be null and
the reason for fallureisan AP falure. The cdler isrequired to parse the BGPRA for gpplicable product
request status.

Following isthe REQUEST _IDS structure.
typedef struct REQUEST IDStREQUEST _IDS;

typedef struct REQUEST IDS *pREQUEST IDS;
sruct REQUEST IDS

{
char *pRequest_id; * request key returned from request */
char * pAccount; [* Cdl account name */
char * pPassword,; [* Csll registered password */
char *pTask_nbr; [* Cdl task number returned from request */

pPREQUEST IDS pNext _id; /* nextid or NULL if lagt */
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2.1.5 BswdClientCnp()

Cdling Sequence:
int BswdClientCnp(pCAT_NEW_PRODUCT pNewProductParams,/* username,
password, files*/
int socket id; [* socket id */
int mode; /* FILE or
MEMORY */
char **hCnp_rsp) [* the BGCNPA*/

The cdler fills out the new product parameters, socket id and mode with the applicable information.
The mode alows the caler to accept the response either in aUNIX flat FILE or heep MEMORY .

Return vaues are API_SUCCESS for a successful product status request from the Gatekeeper and the
hCnp_rsp contains the BGCNPA. If the gtatus is not API_SUCCESS, then the hCnp_rsp will be null
and the reason for fallure isan AP falure. The caler is required to parse the BGCNPA for gpplicable
catalog new product status.

The following isthe tCAT_NEW_PRODUCT sructure:

typedef struct
{
char *pUser_name; [* cataog username */
char *pUser_pwd; [* catalog user password */
char *pSource ref; [* source reference */
char *pProd_title; [* product title */
pFILE ID_LIST  pFle lig; * linked ligt of filename(s) */

} tCAT_NEW_PRODUCT, *pCAT_NEW_PRODUCT;

typedef struct FILE_ID_LIST tFILE ID_LIST;
typedef struct FILE_ID_LIST *pFILE_ID_LIST;
gtruct FILE_ID_LIST

{
char *pProduct_path; [* path where new product file exists */
char *pProduct_filename; * new product file name */
char *pProduct_ip; [* |P address where new product exists */
pFILE ID_LIST pNext; * next file or NULL if no more*/
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2.1.6 BswdClientRfcs()
Cdling Sequence:
int BswdClientRfcy(char *pCataog_key, * world unique catalog key */
cond int socket id; [* socket id */
int mode; /* FILE or MEMORY */
char **hRfcs rsp) [* the BGCNPA */

The cdler fills out the catalog key, socket id and mode with the applicable information. The mode
alows the caller to accept the response either in a UNIX flat FILE or hesp MEMORY .

Return vaues are API_SUCCESS for a successful product status request from the Gatekeeper and the
hRrcs rsp contains the BGCNPA. If the status is not API_SUCCESS, then the hRfcs rp will be null
and the reason for fallure isan AP falure. The caler is required to parse the BGCNPA for gpplicable
product catalog status.
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2.1.7 BswdClientRtt()
Cdling Sequence:
int BswdClientRtt(char *pUser_name, [* Top Ten for thisUser */
char *pSource_ref, [* Top Ten from this source */
int mode; [* FILE or MEMORY */
char *pRequests, [* return the top REQUESTS where
REQUESTSis>=0%*/
char *pMode, * either Q for top ten queriesor R
for top ten product requests */
cond int socket id; [* socket id */
char **hRit_rsp) /* the BGCTTRM */

The cdler fills out the pUser_name, pSource ref and socket id with the gpplicable information. Note:
The pUser_name and pSource ref may be NULL. The mode alows the caler to accept the response
ether inaUNIX flat FILE or hesp MEMORY .

Return values are API_SUCCESS for a successful top ten response from the Gatekeegper and the
hRit rsp contains the BGCTTRM. If the gtatus is not API_SUCCESS, then the hRtt_rsp will be null
and the reason for fallureisan API fallure. The caller is required to parse the BGCTRRM for applicable
top ten information.
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2.1.8 ClientL ogout()

Cdling Sequence:
int ClientLogout(int ~ socket_id);  /* socket id to disconnect */

The cdler fills out the socket_id with the gpplicable vadue. A Return vaue of SUCCESS indicates that
the logout was successful. A vaue of FAILURE indicates that the socket id supplied is not currently
vdid.
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2.2 APl ERRORS
typedef enum
{
APl_FAILURE =-1, [* generd falure Satus
API_SUCCESS, [* good status */

[* errors unique to the client connect */

API_CONN_NULL_PARAM, * one of the connection params was
NULL */
API_COULD_NOT_CONNECT, * Socket connection failed */
APl_LOGIN_FAILURE, [* Bad login gatus from
gatekeeper */

[* errors unique to the client query */

APl_QRY_NULL_PARAM, /* One of the query params was
NULL*/

[* errors unique to the client product request */

APl_PROD REQ NULL PARAM, [* One of the Product Req params
was NULL */

[* errors unique to the client request for product status */
API_NO REQUEST KEY, /* no request key supplied */

/* errors common to all APl cdls*/

API_BUILD_MSG, * Build BVLMF message failed */
API_PARSE_MSG, * Parse BVLMF message failed */
API_NO MEMORY, /* couldn’t malloc memory */
API_FILE_ WRITE, /* there was a file write error */
API_FILE_OPEN, * file open failure */
API_IPC_FAILURE, /* network communication failure */
APl_IPC READ, /* network comm read error */
API_IPC WRITE, /* network comm write error */
API_SOCKET, * invalid socket id */

API_MODE /* invalid mode specified */

}eAPl_ERRORS;
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2.3 Support Functions

In addition to the above mentioned APl functions, the following functions are supplied to parse the
BVLMF response messages.

a ParseMsgSize() ... Returns the message Size in bytes.
Cdling Sequence:
int ParseMsgSize(char *pMsg, --- Pointer to the message being sized
char **hFunc, --- Handle to the message function name
int filename) --- TRUE indicates that pMsg isaFILE

Returns the integer byte Sze of the message. The hFunc returned is the message name. A vadue of (-1) is
returned if the sze of the message is non numeric or pMsg is NULL. The hFunc is hegp memory and
must be freed by the user.

b. ParseAlIMsg() ... Parses amessage token by token returning the token
vaue and length.
Cdling Sequence:
int ParseAlIMsy(int *pOffset, --- rddive offsst in hvdidstable

char **hvdids, --- Null terminated char array of valid token types.
int mode, --- IGNORE or FLAG unidentified token types
char **MType, --- handle to token type
char **hToken, --- handle to token value
tPARSE INFO *pResume,  --- Reentrant information
int filename) --- MAP IndicatespMgg isafile

Returns the integer size of *hToken if avalid token was found. A vaue of PARSE_EOD indicates end
of message. A dtatus of FAILURE (-1) indicates a parse falure. The structure tPARSE_INFO dlows
the function to be re-entrant and thread safe. Since the BVLMF gtructure is recursive, recursion can be
used to parse a multi-message BVLMF like the BGQRM.
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C. ParseAlIMsgClean() ... Cleans up memory magp and file pointers when message
being parsed isafla file.
Cdling Sequence:
void ParseAlIMsgClean(tPARSE _INFO *pPResume)  --- Reentrant information

Cleans up the memory map and file id stored in tPARSE_INFO when the parser is parsng a message
contained in aflat file.

d. ShowMsg() ... Displays the contents of a BVLMF message
to standard out.
Cdling Sequence:
void ShowMgg(char  *pMsg, --- Head of message to be displayed
char fill) --- Fill character for NULL vaues

This function is a debug function which displays the message contents in standard out
(STDOUT).
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APPENDIX | ]

3. Broadsword Gatekeeper to Plug-in Application Program Interface

The following tables describe the message differences between the origind client message and the
message sent from the gatekeeper to the plug-in and the plug-in to gatekeeper responses.

3.1 Broadswor d Gatekeeper to Client Query Message (BGCQM)

Token Name Meaning or Use Format | Max Required
Length
TRACE_KEY Unique Gatekeeper generated AIN/S Vaiale | Yes
key

The TRACE_KEY will be the firgt token in the BGCOQM message sent from the Gatekeeper to
aplug-in. All other tokens will be the same as specified in the Client ICD. The TRACE_KEY isusd
by the WriteL ogEntry (system log function) to track errors, faults and anomdies throughout the life of
the BGCQM. The plug-in must cal the function SetTraceKey() supplying the TRACE_KEY received
to enable this tracking.

It should be noted that if the Client’s origind BGCQM specified additiona sources, the
message the plug-in receives from the Gatekeeper will only contain this plug-in’s source reference.

The plug-in must respond to the Gatekeeper with the BGQRM as specified in the Client ICD.
The plug-in may cdl the function CreateQrfResponsx() if the plug-in made the decision to cregte the
BGQRM inaUNIX fla file Thisfunction will creste the BGQRF message:

Token Name Meaning or Use Format | Max Required
Length
RSP _FILE Thistoken identifiesthe response | A/N/S Vaiale | Yes
file name (full peath)

The BGQRF message is sent to the Gatekeeper in lieu of the BGQRM.
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3.2 Broadsword Gatekeeper to Client Query Message (BGCPRM)

Token Name Meaning or Use Format | Max Required
Length
TRACE_KEY Unique Gatekeeper generated AIN/S Vaiale | Yes
key

The TRACE_KEY will be the firg token in the BGCPRM message sent from the Gatekeeper
to aplug-in. All other tokenswill be the same as specified in the Client ICD. The TRACE_KEY sarves
the same purpose as in the BGCQM.

In addition to the TRACE_KEY, the following 4 tokenswill be appended to the origina
BGCPRM message:

Token Name Meaning or Use Format | Max Required
Length
BSWD_KEY Unique request key AIN/S 54 Yes
ALT _DEST ACCOUNT Alternate destination account A/N 28 Yes
name
ALT DEST PASSWORD | Alternate destination password A/N 28 Yes
ALT DEST IP Alternate destination |P address N/S 15 Yes
ALT DEST PATH Alternate destination path AIN/S 255 Yes

These tokens are used by the Gatekeeper’s FTP daemon to perform store and forward capability for
remote Gatekeepers. These tokens will usualy beignored by the plug-in. They will be used by the
Remote Plug-in.

The plug-in must respond to the Gatekeeper with a request acknowledgement ACK for a
successful product request initiation or aNACK if the plug-in cannot perform the request. The function
AckNack() can be used to create the ACK or NACK message and send the message to the
Gatekeeper. The format of the ACK and NACK messages are:

ACK

Token Name Meaning or Use Format | Max Required
Length

ACK Thevaue ACK A 3 Yes
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NACK
Token Name Meaning or Use Format | Max Required
Length
NACK The vaue NACK A 4 Yes
NACK_MSG Optiond error or notification AIN/S Vaiddle | No
message

In addition to the ACK or NACK, the plug-in must aso send the Plug-in to Gatekeeper status
update message. This message is sent to the Gatekeegper FTP/STATUS daemon to maintain the
request security audit and perform image conversion, and ftp services for the request if the plug-in
source is unable to perform these services. The plug-in will use the function SetRequestStatus() to
perform this function.

3.3 Support Functions

The following functions are supplied for use by aplug-in.

a. SetTraceKey() ... Sets the unique trace key for the Gatekeeper sydog.
Cdling Sequence:
void SetTraceKey(char *pKey, --- Pointer to the trace key to be set
int length --- length of the trace key
)

The trace key is the firgt token in any message received from the gatekeeper. After the plug-in
has received a message, this function should be cdled to set the trace key. This will permit ease of
trouble shooting should a problem arise with the gatekeeper or plug-in.

b. StartL.og() ...Starts the sysem (sydog) to audit sgnificant events during
the processing of a message.

Cdling Sequence:
void StartL og(char * pName) -- Process name (usudly argv[0])

c. InitFuncLog() ...Communicates a new function name to the system audit
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Cdling Sequence:
void InitFuncLog(tFUNCTION_ERROR *pErr, --audit error structure
char *pFunction  --Function name
)
d. Writel_ogEntry() ...Writes aggnificant event to the systlem log
Cdling Sequence:
void WritelogEntry(tFUNCTION_ERROR *pErr, --audit error structure
int loc, --event location in function
(_LINE )
int error, --error code (errno)
char *pMessage,  --text error message
describing event
char *pOptional,  --additiona message
may be NULL
int leve --level of error or event
)
e. SetRequestStatus() ... Formats and sends the STS message to the Gatekeeper
FTP/STATUS Daemon
Cdling Sequence:
int SetRequestStatus(char *plp, --Ftp Status daemon is running on this IP
int ipc_port, --and listening on this port
char  *pStatus --set this status
char  *pBswd id, --Uniquerequestid or key
int mrs flag, --Update the request log True,False
int live --TRUE if another SetRequestMessage will be

sent shortly, ese FALSE
char *pMessage, --Optiond text message
int destination --Dedtination number of request update
char *pStart_time, --Not currently used
char  *pEnd time, --Not currently used

int numfiles --Number of filesin the request
double transize, --Byte size of the product file(s)
int dt flag, -Setto 0

int S _mode --Setto 0
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char *pTrace key --Settothetracekey inorigina request message
)

The function returns SUCCESS if the message was sent and acknowledged else FAILURE if the
connection could not be made.

f. AckNack() ...Sends either the ACK or NACK message on the socket
supplied.
Cdling Sequence:
int AckNack(int socket, --socket number to send the message
int mode, --either ACK or NACK
char *PMessage  --optional NACK message
)

This function returns SUCCESS if the message was send successfully, se FAILURE if the
BswdSendM essage fail ed.
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APPENDIX |V

4. Broadsword 1SSO to Gatekeeper Application Program Interface

The following tables describe the message sent between the 1ISSO AP to the Gatekeeper to initiate
ISSO functions and the Gatekeeper to 1SSO API responses.

4.1 Broadsword Gatekeeper Audit Detail Record Request (BAM SG)

Token Name Meaning or Use Format | Max Required
Length

FUNCTION Isso function AUDITR A 6 Yes

USERNAME Login id to sdlect from audit A/N Vaiade | No

FROMDATE Audit report sart date (ZULU) | A/IN/S 14 No

TODATE Audit report end date (ZULU) A/N/S 14 No

USEREVENT Audit report event to select A Vaiddle | No

4.2 Broadsword Gatekeeper Audit Extract Data Request (BAM SG)

Token Name Meaning or Use Format | Max Required
Length

FUNCTION Isso function AUDITE A 6 Yes

USERNAME Login id to sdect from audit A/N Vaidble | No

FROMDATE Audit report start date (ZULU) | A/N/S 14 No

TODATE Audit report end date (ZULU) A/IN/S 14 No

USEREVENT Audit report event to select A Vaidble | No

FILENAME Audit extract file name A/IN/S 255 Yes
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4.3 Broadsword Gatekeeper Audit Update Data Request (BAM SG)
Token Name Meaning or Use Format | Max Required

Length

FUNCTION Isso function AUDITU A 6 Yes
USER NAME Login id to sdect from audit A/N Vaidble | No
DATE FROM Audit update art date (ZULU) | A/N/S 14 No
DATE TO Audit update end date (ZULU) | A/N/S 14 No
EVENT Audit update event to select A Vaiadle | No

4.4 Broadsword Gatekeeper Audit Detail Record Request from Archive (BAM SG)

Token Name Meaning or Use Format | Max Required
Length

FUNCTION Isso function AUDITRA A 7 Yes

USERNAME Login id to sdect from audit A/N Vaiable | No

FROMDATE Audit report start date (ZULU) | A/N/S 14 No

TODATE Audit report end date (ZULU) AIN/S 14 No

USEREVENT Audit report event to select A Vaiale | No

4.5 Broadsword Gatekeeper Audit Detail Response (BGADR)

This message is sent from the gatekeeper to the Audit AP for the audit detail record request. The AP
will forward this message to the ISSO.

Token Name Meaning or Use Format | Max Required
Length
SESSION Session record sub-message A N/A Yes
SESSION_KEY Unique sesson identifier N Vaidble | Yes
LOGIN_ACCOUNT Gatekeeper login user name A/N 28 Yes
LOGIN_HOST _IP Login user host ip address N/S 15 Yes
ORIGINATOR WS Originator login user name A/N 28 Yes
ORIG GKPR_IP Assigned Gatekeeper ip address | N/S 15 Yes
EVENT REC Event record sub-message A N/A Yes
EVENT KEY Unigue event identifier AIN/S Vaidile | Yes
EVENT DESC Event description A/N Vaialle | Yes
EVENT DTM Event date time samp (ZULU) | A/N 14 Yes
EVENT _DETAILS Event details sub-message A N/A Yes
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Token Name Meaning or Use Format | Max Required
Length
EVENTDTM Event detail time stlamp (ZULU) | A/N 14 Yes
EVENT _INFO Event text information AIN/S Vaidile | Yes
REFER Gatekeeper or Source A/N Vaiale | Yes
description

If there was afailure the following message will be sent from the gatekeeper to the audit API:

4.6 Broadsword Gatekeeper Status Response (BARSP)

Token Name Meaning or Use Format | Max Required
Length

STATUS Status response from Gatekeeper | N 1 Yes

4.7 Broadsword Gatekeeper Status Response (BARSP)

Token Name Meaning or Use Format | Max Required
Length

STATUS Status response from Gatekeeper | N 1 Yes

REC _COUNT Extract record count N Vaiadle | No

FILENAME Audit extrect filename AIN/S 255 No

This messageis sent to the admin API from the gatekeeper in response to the Audit Update Request.

4.8 Broadsword Gatekeeper Status Response (BARSP)

Token Name Meaning or Use Format | Max Required
Length

STATUS Status response from Gatekeeper | N 1 Yes

REC COUNT Deeted record count N Vaiddle | No

This message is sent to the admin APl from the gatekeeper in response to the Audit List Archives

request.

4.8 Broadsword Gatekeeper Status Response (BGARSP)
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Token Name Meaning or Use Format | Max Required
Length
GKPR_REF Gatekeeper reference N/S Vaiale | Yes
ARCHIVE Thistoken identifies the A N/A Yes
ARCHIVE sub-message. There
may be 0 or more ARCHIVE
sub-messages.
FILENAME Archivefile name AIN/S Vaiale | Yes
ARCHIVE DATE Zulu date when filewas archived | N 14 Yes
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Apppendix V
5.1 API Function Definitions

The Broadsword 1SSO to Gatekeeper API definesthe“C” and “C++” functions to generate the
various messages defined in thisICD. This AP is comprised of the following functions:

a BswdAdminLock() ... Thisfunction must be cdled to initidize the Admin/lsso
functions. The cdler will require API_ADMIN_SUCCESS
to accessdl ISSO functions. If API_READ_ONLY is

returned only the Audit Detall Record Request function can
be called.

b. BswdAdminUnlock() ... Thisfunction must be cdled to release the admin lock. This
will dlow other administrators/l SSOS reed and write
permission to the audit records.

C. BswdAdminGetAuditRpt() ... Thisfunction is used to get the Audit Detail Report.

d. BswdAdminGetAuditExtract() ... Thisfunction is used to generate the Audit Extract
file

e. BswdAdminGetAuditUpdate() ... Thisfunction is used to initiate the Audit Update

f. BswdAdminGetAuditArchiveRpt() ... Thisfunction is used to get the Audit

Detall Report from archive.

g. BswdAdminLigArchive() ... Thisfunction is used to obtain alist of
audit archivefilg(s).

All functions return an integer satus equal to SUCCESS (0) or FAILURE (non zero). Reasons for

falure are detailed in the tADMIN_API_ ERRORS enumeration. Note that this enumeration contains
errors from the ISSO and ADMIN API.

5.1.1 BswdAdminL ock()
Cdling Sequence:

int BswdAdminL ock(
int admin_socket, -Socket number returned
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from the client connect
response.
char *pBswd_user, -Admin user account name
char *pBswd _ip, -Admin user ip address
tADMIN_INFO *pAdmin_info -Pointer to structure
containing administrator
informetion.
typedef struct
{
int lock flag; - Tracks the locking flag
int socket; - Administrators socket
HADMIN_INFO, *pADMIN_INFO;
5.1.2 BswdAdminUnlock()
Cdling Sequence:
int BswvdAdminUnlock(
PADMIN_INFO pAdmin_info- Pointer to  tADMIN_INFO structure
returned by
BswdAdminL ock().

5.1.3 BswdAdminGetAuditRpt()
Cdling Sequence:

int BswdAdminGetAuditRpt(
tADMIN_INFO *pAdmin_info, Returned by BswdAdminLock().

char *pUser_name, NULL or Bswd login account
char *pDate_from, NULL or ZULU dart date.
char *pDate to, NULL or ZULU end date.
char *pUserEvent, NULL or audit event description.
char **hAudit_rsp BVLMF response

)

5.1.4 BswdAdminGetAuditExtract()

Cdling Sequence:
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int BswdAdminGetAuditExtract(

tADMIN_INFO

char *pUser_name,
char *pDate_from,
char *pDate to,
char *pUserEvent,
char *pFile_name,
int *pRec_count

)

5.1.5 BswdAdminGetAuditUpdate()
Cdling Sequence:

int BswdAdminGetAuditUpdate(

tADMIN_INFO

char *pUser_name,
char *pDate _from,
char *pDate to,
char *pUserEvent,
Int *pRec_count

)

5.1.6 BswdAdminGetAuditArchiveRpt()
Cdling Sequence:

int BswdAdminGetAuditArchiveRpt(

tADMIN_INFO

char *pUser_name,
char *pDate_from,
char *pDate to,
char *pUserEvent,

*pAdmin_info, Returned by BswdAdminL ock().

NULL or Bswd login account
NULL or ZULU dart date.
NULL or ZULU end date.
NULL or audit event description.
File name for extract

# of records archieved

*pAdmin_info, Returned by BswdAdminL ock().

NULL or Bswd login account
NULL or ZULU dart date.
NULL or ZULU end date.
NULL or audit event description.
# of records deleted

*pAdmin_info, Returned by BswdAdminLock().

NULL or Bswd login account
NULL or ZULU dart date.
NULL or ZULU end date.
NULL or audit event description.

PARCHIVE_FILES pArchive filess NULL or linked ligt of archivefiles

char **hAudit_rsp

)
5.1.7 BswdAdminListArchive()

Cdling Sequence:

BVLMF response



int

typedef struct ARCHIVE._FILES
typedef struct ARCHIVE. FILES
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BswdAdminLigtArchive(
tADMIN_INFO *pAdmin_info, Returned by BswdAdminL ock().
char **hArchive rsp BGARSP response message.

)

struct ARCHIVE_FILES

{

}

char *pArchive file
PARCHIVE FILES pNext file

5.21SSO and ADMIN APl ERRORS

typedef enum

{

API_ADMIN_FAILURE = -1
API_ADMIN_SUCCESS,

API_ADMIN_READ ONLY,
API_ADMIN_PERMISSION_DENIED,

API_ADMIN_IPC_WRITE,
API_ADMIN_IPC_READ,
API_ADMIN_UNKNOWN_PLUGIN,
API_ADMIN_SRCREF EXISTS,
API_ADMIN_UNKNOWN_FUNCTION,
API_ADMIN_INVALID_REFERENCE,
API_ADMIN_FILE_EXISTS,
API_ADMIN_INVALID_FILENAME,
API_ADMIN_INVALID_GRP_NAME,

API_ADMIN_INVALID_PARAM_NAME,

API_ADMIN_INVALID_MODE,
API_ADMIN_NULL_PARAM,
API_ADMIN_INVALID_USER,
API_ADMIN_REG BUSY,

API_ADMIN_NOT_KM,

tARCHIVE_FILES;
*pDARCHIVE_FILES;

[* any falure*/

* function was successful */

* user has READ only permissons */

[* user does not have ADMIN/ISSO
Permissions.

[* there was a socket write falure */

[* there was a socket read failure */

/* unknown plug-in name */

[* create anew source failure */

/* unknown ADMIN/ISSO function type */

* invalid gkpr or source reverence */

/* Audit archivefile exigs*/

/* Audit archive file must NOT include path */

/* Group name not found */

[* Param name not found in template for
SetSrcParam */

[* Thevaluefor MODE isinvdid */

* required parameter isNULL */

/* User name supplied not vaid */

[* Gkpr regidration active by another
Process */

[* Attempted gkpr registration on a gkpr
which is not setup as a key-master */
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API_ADMIN_REG_PENDING, * Initid regidration ill pending */
API_ADMIN_REG ABORTED, * Initid regigtration aborted by client */

API_ADMIN_REG_GKPR_CONNECT, /* Could not connect to remote KM */
API_ADMIN REG NO PUBLICKEY, * Error accessing public-key file*/
API_ADMIN_REG_NO_CERTREQ,/* Error accessng cert reg file */

APl_ADMIN_REG NO CERT, * Error accessing certificate file */
API_ADMIN_REG_PWD, [* Regidration password incorrect */
API_ADMIN_REG REFUSED, I* Regidretion failed by KM */
API_ADMIN_REG TO _ITSELF, [* Regidration to own gkpr iswrong */

} tADMIN_API_ERRORS;
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APPENDIX VI

6. Broadsword Admin to Gatekeeper Application Program Interface

The following tables describe the message sent between the Admin AP to the Gatekeeper to initiate
Admin functions and the Gatekeeper to Admin APl responses.

6.1 Broadsword Admin Get Plug-in Names (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, PLNAMES | A/N 7 Yes

6.2 Broadsword Admin Get Template (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, GETTEM A/N 6 Yes

PLUGIN_NAME | Plug-in name passed by AP A/N Vaiadle | No

6.3 Broadsword Admin Get Sour ces (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, GETSRCS | A/N 7 Yes

6.4 Broadsword Admin Get Information (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, GETINFO | A/N 7 Yes

SOURCEREF Source reference if source A/N Vaiddle | No

6.5 Broadsword Admin Create Backside Sour ce (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, A/N 8 Yes
CREATSRC

PLUGIN_NAME | Namereturned from A/N Vaiddle | Yes
GetPluginNames

SOURCEDESC Source Description A/N Vaidbdle | Yes
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6.6 Broadsword Admin Delete Backside Source (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, A/N 9 Yes
DELETESRC

SOURCEREF Source reference of source to A/N/S | Vaiddle | Yes
delete

6.7 Broadsword Admin Set Backside Sour ce Parameter (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, SETSRCP | A/N 7 Yes

SOURCEREF Source or gatekeeper reference AIN/S | Vaidde | Yes

PARAMNAME The parameter to update A/N Vaiade | Yes

PARAMVALUE | The parameter vaue AIN/S | Vaidde | Yes

6.8 Broadsword Admin Get Groups (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, GETGRPS | A/N 7 Yes

6.9 Broadsword Admin Get Group Members (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, GETGRPM | A/N 7 Yes

NAME The group name A/N Vaiade | Yes

6.10 Broadsword Admin Add Group Member (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, ADDGRPM | A/N 7 Yes

GROUPNAME The group name A/N Vaiadle | Yes

MEMBER Group member to add A/N Vaiddle | Yes

6.11 Broadsword Admin Delete Group Member (BAM SG)

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, DELGRPM | A/N 7 Yes
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GROUPNAME The group name A/N Vaiade | Yes
MEMBER Group member to delete A/N Vaiadle | Yes
6.12 Broadsword Admin Delete Group (BAMSG)
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, DELGRP A/N 6 Yes
GROUPNAME The group name to delete AN Vaidde | Yes
6.13 Broadsword Admin Add New Group (BAM SG)
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, ADDGRP | A/N 6 Yes
GROUPNAME The group name to delete A/N Vaiadle | Yes
6.14 Broadsword Admin Get Discretionary Access Control (BAM SG)
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, GETDAC | A/N 6 Yes
REF The gatekeeper or source ref AIN/S | Vaidde | Yes
6.15 Broadsword Admin Add Discretionary Access Control (BAM SG)
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, ADDDAC | A/N 6 Yes
SOURCEREF The gatekeeper or source ref AIN/S | Vaiable | Yes
ALLOW User/group or ALL A/N Vaiddle | No
DENY User/group or ALL A/N Vaiade | No
6.16 Broadsword Admin Delete Discretionary Access Control (BAM SG)
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, DELDAC | A/N 6 Yes
SOURCEREF The gatekeeper or source ref A/N/S | Vaiadle | Yes
ALLOW User/group or ALL to delete A/N Vaiadle | No
DENY User/group or ALL to ddlete A/N Vaiable | No

6.17 Broadsword Admin Get Users
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Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, GETUSERS | A/N 8 Yes
ROLE Type of information to retrieve N 1 Yes
SOURCEREF The sourceref for producers A/N/S | Vaiddle | No
6.18 Broadsword Admin Add User
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, ADDUSER | A/N 7 Yes
ROLE Type of user to add N 1 Yes
SOURCEREF The sourceref for producers A/N/S | Vaiable | No
NAME User nameto add A/N Vaidde | Yes
6.19 Broadsword Admin Delete User
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, DELUSER | A/N 7 Yes
ROLE Type of user to delete N 1 Yes
SOURCEREF The source ref for producers A/N/S | Vaidbdle | No
NAME User name to delete A/N Vaidde | Yes
6.20 Broadsword Admin M odify Element Name
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, MODEL L A/N 6 Yes
SOURCENAME | Bswd source name. A/N 6 No
SECTION_NAM | The section name or component for | A/N Vaiadle | Yes
E thisDATA_NAME
DATA_NAME Data hame. A/N Vaiadle | Yes
DATA HELP Data help text. A/N/S | Vaiable | No
DISPLAY_NAME | Data display name. A/N Vaiade | No
MODE Pick-list, datarange mode.(A,D) | A 1 No
DATA_RANGE | Daarangeto modify. A/N/S | Vaiade | No
DATA LIST Datalig to modify. A/N/S | Vaidbdle | No

6.21 Broadsword Admin Set User Discretionary Access Control

| Token Name

| Meaning or Use

| Format | Length | Required
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FUNCTION Admin function code, SETUDAC | A/N 6 Yes
SOURCEREF Back-side source or gatekeeper A/N a7 Yes
ref.
NAME User or group name. A/N Vaidbile | Yes
MODE Allow (A) or Deny(D) A 1 Yes
6.22 Broadsword Admin Get User Discretionary Access Control
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, GETUDAC | A/N 6 Yes
NAME User or group name. A/N Vaiade | Yes
6.23 Broadswvord Admin Initialize Registration
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, INITREG A/N 7 Yes
6.24 Broadsword Admin Initialize Regigtration Status
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, A/N 8 Yes
ABORTREG
6.25 Broadsword Admin Register Our Gatekeeper With Keymaster
Token Name Meaning or Use Format | Length | Required
FUNCTION Admin function code, A/N 10 Yes
REGOURGKPR
CC Country Code A 2 Yes
STATE State A Vaiadle | Yes
ORGNAME Organization name A/N Vaiadle | Yes
POC Point of contact A/N Vaiddle | Yes
POC EMAIL Poc email address AIN/S | Vaiable | Yes
GKPRIPADDR Regigter with this gatekeeper IP N/S 15 Yes
address
GKPRIPCPORT | Regigter with this gatekeeper N 6 Yes
TCP/IP port
REG PASSWOR | The one-time registration password | A/N/S | Vaiable | Yes
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D

6.26 Broadsword Admin Generate Public Key

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, A/N 9 Yes
GENPUBKEY

6.27 Broadsword Admin Get Keymasters

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, A/N 10 Yes
KEYMASTERS

6.28 Broadsword Admin Get Audit Events

Token Name Meaning or Use Format | Length | Required

FUNCTION Admin function code, A 11 Yes
AUDITEVENTS

If there was afailure in any of the above messages, the following message will be sent from the
gatekeeper to the Admin APL:

6.29 Broadsword Gatekeeper Status Response (BARSP)

SUCCESS

Gatekeeper. (1) = Failure, (0) =

Token Name Meaning or Use Format | Max Required
Length
STATUS Status response from N 1 Yes

6.30 Broadsword Admin Gatekeeper Plug-in Name Response (BAGPN)

This message is sent from the gatekeeper to the Admin AP for the Get Plug-in Names request. The
APl will forward this message to the Admin.

Token Name

Meaning or Use

Format

Length

Required

PLUGIN_NAME

Ingaled plug-in name

AN

AN

Yes
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6.31 Broadsword Admin Gatekeeper Get Template Response (BAGT)

This message is sent from the gatekeeper to the Admin AP for the Get Template request. The AP will
forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
SOURCENAME Source or Gatekeeper A Vaiade | Yes
GKPRDESC BSWD 1.0 Gatekeeper A/N Vaidde | Yes
description
DISPLAYNAME Display name of GKPRDESC | A/N Vaidble | No
DATAHELP Text to describe the A/N Vaiadle | No
GKPRDESC token
GKPRPUBLICKEY | Gatekeeper Public Key A/N/S | Vaidde | Yes
GKPRIPADDR Gatekeeper |P address AIN/IS |15 Yes
GKPRIPCPORT Gatekeeper |P port number N 6 Yes
GKPRCDIMUSER | Account for CDIM AIN/S | Vaiade | Yes
GKPRCDIMPWD | CDIM password A/N/S | Vaiadle | Yes
GKPRLOGINTIME | Gatekeeper user login timeout N Vaidile | Yes
ouT
GKPRALTACCOU | Gatekeepers Alternatetransfer | A/N/S | Vaidble | Yes
NT Account

6.32 Broadsword Admin Gatekeeper Get Sour ces Response (BAGYS)

This message is sent from the gatekeeper to the Admin AP for the Get Sources request. The AP will
forward this message to the Admin.
| TokenName | Meaning or Use | Format | Length | Required |
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GATEKEEPER | Thistoken beginsthe Gatekeeper | A N/A Yes
sub-message.
TYPE Denotes the gatekeeper as (A) A 1 Yes
Assigned or (R) remote.
GKPRREF World unique gatekeeper ID A/N/IS |25 Yes
GKPRDESC Site gatekeeper description A/N Vaiade | Yes
ACCESS PERM | Thistoken beginstheDACsub- | A 11 Yes
S message for this gatekeeper
DENY Thistoken identifiesthe DENY A N/A No
sub-message
NAME_REC Thistoken identifies the A N/A Yes
NAME_REC sub-message
NAME Group or user nameor theword | A/N/S | Vaiade | Yes
“ALL”
TYPE Denotesnameasauser (U), (G) | A 1 No
group or (A) al. Default isU.
ALLOW Thistoken identifiesthe ALLOW | A N/A No
sub-message.
NAME_REC Thistoken identifies the A N/A Yes
NAME REC sub-message
NAME Group, user or “ALL” name AIN/S | Vaiade | Yes
TYPE Denotesnameasauser (U), (G) | A 1 No
group or (A) al. Default isU.
SOURCE This token beginsthe Source sub- | A N/A Yes
message
SOURCEREF World unique source ID AINIS | 47 Yes
SOURCENAME | Site source name A/N/S | Vaiddle | Yes
SOURCEDESC | Site source description AIN/S | Vaiade | Yes
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ACCESS PERM | Thistoken beginstheDACsub- | A 11 Yes
S message for this source
DENY Thistoken identifies the DENY A N/A No
sub-message
NAME_REC Thistoken identifies the A N/A Yes
NAME REC sub-message
NAME Group or user nameor theword | A/N/S | Vaiadle | Yes
“ALL”
TYPE Denotesnameasauser (U), (G) | A 1 No
group or (A) dl. Default isU.
ALLOW Thistoken identifiesthe ALLOW | A N/A No
sub-message.
NAME_REC Thistoken identifies the A N/A Yes
NAME_REC sub-message
NAME Group, user or “ALL” name AIN/S | Vaiade | Yes
TYPE Denotesnameasauser (U), (G) | A 1 No

group or (A) dl. Default isU.

6.33 Broadsword Admin Gatekeeper Get Info Response (BAGI)

This message is sent from the gatekeeper to the Admin AP for the Get Source Information request.

The AP will forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
SOURCENAME | Source name A/N Vaidde | Yes
SOURCEDESC | Source description A/N/S | Vaiddle | Yes
SOURCEREF World unique source ID AIN/IS | 47 Yes
QRYPLUGINNA | Plug-in usd for query. A/N/S | Vaiddle | Yes
ME
RQSTPLUGINN | Plug-in used for request AIN/S | Vaidde | Yes
AME
SERVERTY PE Backside source type (1PL) AIN/S | Vaiade | Yes
SITENAME Backside source site name A/N/S | Vaiadle | Yes
HOSTID IP address of backside source AIN/S |15 Yes
PCRPORT IP port number of backside N 6 Yes
source
IPLADDRESS IP address for message xlate AIN/S |15 Yes
LOGIN Login user id for backside source | A/N/S | Vaiadle | Yes
PASSWORD Login user password for backside | A/IN/S | Vaidble | Yes
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source
HARVESTPORT | IP port number of searchengine | N 6 Yes

6.34 Broadsword Admin Gatekeeper Get Groups Response (BAGGP)

This message is sent from the gatekeeper to the Admin AP for the Get Groups request. The API will
forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
GROUPNAME | The group name A/N Vaiadle | Yes

6.35 Broadsword Admin Gatekeeper Get Group Members Response (BAGGM)

This message is sent from the gatekeeper to the Admin AP for the Get Members request. The AP will
forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
NAME_REC Thistoken identifies the A N/A Yes
NAME_REC sub-message
NAME Group or user name AIN/S | Vaiade | Yes
TYPE Denotes name asa user (U) or A 1 No
(G) group. Default is U.

6.36 Broadsword Admin Gatekeeper Get Discretionary Access Control Response (BAGD)

This message is sent from the gatekeeper to the Admin AP for the Get Discretionary Access Control
request. The API will forward this message to the Admin.

| Token Name | Meaning or Use | Format | Length | Required |
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DENY Thistoken identifies the DENY A N/A No
sub-message
NAME_REC Thistoken identifies the A N/A Yes
NAME_REC sub-message
NAME Group or user name or theword | A/N/S | Vaigble | Yes
“ALL”
TYPE Denotesnameasauser (U), (G) | A 1 No
group or (A) dl. Default is U.
ALLOW Thistoken identifiesthe ALLOW | A N/A No
sub-message.
NAME_REC Thistoken identifies the A N/A Yes
NAME_REC sub-message
NAME Group, user or “ALL” name AIN/S | Vaiable | Yes
TYPE Denotesnameasauser (U), (G) | A 1 No
group or (A) dl. Default is U.

6.37 Broadsword Admin Gatekeeper Get Users Response (BAGPD)

This message is sent from the gatekeeper to the Admin AP for the Get Users request. The API will

forward this message to the Admin.
Token Name Meaning or Use Format | Length | Required
NAME_REC This token identifies the A N/A Yes
NAME_REC sub-message
NAME Group or user name AIN/S | Vaiade | Yes
TYPE Denotes name asa user (U) or A 1 No
(G) group. Defaultis U.

6.38 Broadsword Admin Gatekeeper Get User Discretionary Access Control (BAGUD)

This message is sent from the gatekeeper to the Admin AP for the Get User Discretionary Access
Control request. The API will forward this message to the Admin.

Token Name

Meaning or Use

Format

Length

Required

GATEKEEPER

Thistoken beginsthe firs BVLMF
sub-message. The message defines
the applicable gatekeeper and
connected backside sources.

A

N/A

Yes

TYPE

Denotes the gatekeeper as (A)
Assigned or (R) Remote

Yes
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GKPR _REF World unique gatekeeper ID AINIS |25 Yes
GKPR_DESC Site gatekeeper description A/N Vaiadle | Yes
SOURCE This token begins the second A N/A Yes
BVLMF sub-message. This
message defines a backsde source.
Therewill be at least one source.
SOURCE_REF World unique sourcereference ID | AIN/IS | 47 Yes
A source type abbreviation for the | A/N 6 Yes
SOURCE _NAME | backside source
SOURCE _DESC | Destription of the source AN Vaidde | Yes

6.39 Broadsword Admin Gatekeeper Initialize Registration Response (BAIR)

This message is sent from the gatekeeper to the Admin AP for the Initidize Regidration request. The
API will forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
GKPRIPADDR Gatekeeper |P address. N/S 15 Yes
GKPRIPCPORT | TCP/IP port gatekeeper will lisen | N 6 Yes
for connections
REG_PASSWOR | Unique onetime registration A/N Vaiddle | Yes
D password

6.40 Broadsword Admin Gatekeeper Get Key-masters Response (BAGKM)

This message is sent from the gatekeeper to the Admin API for the Get Key-masters request. The AP
will forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
KEYMASTER This token identifies the 9 Yes
KEYMASTER sub-message. A
Thistoken identifies the gatekeeper | A/IN/S | 25 Yes
GKPRREF of akey-master.
KEYMASTER_ S | Regidration gatus of this key- A/N Vaidde | Yes
TATUS master.
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6.41 Broadsword Admin Gatekeeper Get Audit Events Response (BAGAE)

This message is sent from the gatekeeper to the Admin AP for the Get Audit Events request. The AP
will forward this message to the Admin.

Token Name Meaning or Use Format | Length | Required
EVENT Thistoken identifiesthe EVENT 5 Yes
sub-message. A

This token identifies the name of A/N Vaiddle | Yes
EVENT_NAME | the event.

EVENT _DESC This token identifies the event A/N Vaiddle | Yes
description
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APPENDIX VI

7.1 Admin API Function Definitions

The Broadsword Admin to Gatekeeper APl definesthe “C” and “ C++” functions to generate the
various messages defined in thisICD. This API is comprised of the following functions.

a

b.

BswdAdminGetPluginNames() ... Thisfunction will return the names of al ingdled plug-ins

BswdAdminGetTemplate ... Thisfunction will return the gatekeeper or plug-in
specific parameters needed to configure a source of thistype.

BswdAdminGetSrcy() ... Thisfunction will return aligt of al sources currently
configured.
BswdAdminGetlnfo() ... Thisfunction will return dl configuration information

for athelocal gatekeeper or aparticular source.

BswdAdminCreateSrc() ... Thisfunction will create a NEW source for the plug-
in name passed. It does not set any of the plug-in specific data

BswdAdminDeeteSrc() ... Thisfunction will delete a source based on the source
reference passed.

BswdAdminSetSrcParam() ... Thisfunction will dlow setting a parameter to a
passed vaue.

BswdAdminGetGrps() ... Thisfunction will return &l group names.

BswdAdminGetGrpMembers() ... This function will retrieve members of a group.

BswdAdminAddGrpMember() ... Thisfunction will add a member to a group. The member
may be another group name.

BswdAdminDe GrpMember() ... Thisfunction will delete amember from a group. The
member may be another group name.
BswdAdminDeeteGrp() ... Thisfunction will delete agroup.

m. BswdAdminAddGrp() ... Thisfunction will add a group.
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BswdAdminGetDAC() ... Thisfunction will retrieve the Discretionary Access
Control permissions for a particular gatekeeper or backside source.

. BswdAdminAddDAC() ... Thisfunction will st the Discretionary Access
Control permissions for a particular gatekeeper or backside source.

. BswdAdminDe DAC() ... Thisfunction will remove the Discretionary Access Control
permissions for a particular gatekeeper or backside source.

. BswdAdminSetUserDAC) ... Thisfunction will set the DAC for a user to asource
or gatekeeper.
BswdAdminGetUserDAC() ... Thisfunction will get the DAC for auser.
BswdAdminGetUsers() ... Thisfunction will get the valid producers, admin users or isso

for the local gatekeeper or a particular source reference.

BswdAdminAddUsers() ... Thisfunction will add avaid producer for a
particular source reference, or an admin or isso user to the local gatekeeper.

BswdAdminDelUser() ... Thisfunction will delete a valid producer for a particular
source reference, or an admin or i1s0 user from the local gatekeeper.

BswdAdminModElementName() ... Thisfunction will modify the parameters of a
DATA_NAME.

. BswdAdmininitRey() ... Thisfunction must be called to initiate a new
registration of a gatekeeper. This function will only be done at gatekeepers desgnated as (CA)
certificate authorities.

. BswdAdmininitRegStatuy() ... Thisfunction will either receive regidration status or
cause aregistration to be aborted.
BswdAdminRegOurGkpr() ... Thisfunction is used by the new gatekeeper to

communicate the gatekeeper’ sip address, port and one time password to the CA.

BswdAdminGenPubK ey() ... Thisfunction must be cdled to generate anew
public/private key pair.
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aa. BswdAdminGetKeymastery() ... Thisfunction will return the gatekeeper references
and regigration status of al key-mastersthat this gatekeeper is registered with.

7.1.3 BswdAdminGetPluginNames()

Cdling Sequence:
int BswdAdminGetPluginNames(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char **hPugin_names - Pointer to admin name lis BVLMF
message.
)
RETURNS. API_ADMIN_SUCCESS -successful, phPlugin_names
points to response.
API_ADMIN_NULL_PARAM -Required parameter is NULL
API_ADMIN_FAILURE -Some falure, hPlugin_namesis null

API_ADMIN_PERMISSION_DENIED —Cadler doesn't have
ADMIN permission.

API_ADMIN_IPC READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
ADMIN permisson.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure

7.1.4 BswdAdminGetTemplate()

Cdling Sequence:
int BswvdAdminGetTemplate(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pPlugin_name, - Plugin name returned from
BswdAdminGetPluginNames or
NULL for gatekeeper template.
char **hTemplate rsp - Pointer to template BVLMF
message.

)

RETURNS. API_ADMIN_SUCCESS - Function was successful,
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hTemplate_rsp points to response.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Some failure, hTemplate rp is
NULL.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have
ADMIN permission.

API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC_ WRITE -Socket write failure
API_UNKNOWN_PLUGIN -Unknown plug-in name

7.1.5 BswdAdminGetSrcy()

Cdling Sequence:
int BswdAdminGetSrc(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char **hSrcs rep - Pointer to sources BVLMF
message.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful, hSrcs rsp
points to response.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Somefailure, hSres rgpisNULL.

API_ADMIN_PERMISSION_DENIED —Cadller doesn't have

7.1.6 BswdAdminGetl nfo()

Cdling Sequence:
int BsvdAdminGetinfo(
pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pSrc_ref, - The source reference of the source,
or NULL for locd gatekeeper.
char **hSres info rep - Pointer to source info BVLMF

message.
)
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RETURNS. API_ADMIN_SUCCESS - Function was successful,
hSrcs info_rsp points to response.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Somefailure, hSres info repis
NULL.

API_ADMIN_PERMISSION_DENIED —Caller doesn’t have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket writefailure
APl_ADMIN_INVALID REFERENCE -Invdid source reference

7.1.7 BswdAdminCreateSrc()

Cdling Sequence:
int BswdAdminCreateSrc(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pPlugin_name, - Name returned from
BswdAdminGetPluginNames.
char *pSrc_desc, - The description of the source.
char **hSrc_ref - Upon successful create, the NEW
source reference is returned.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful, hSrc_ref
points to new source reference.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Somefailure, hSrc_ref isNULL.

API_ADMIN_PERMISSION_DENIED —Cadler doesn't have
ADMIN permission.

API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
API_UNKNOWN_PLUGIN -Unknown plug-in name

7.1.8 BswdAdminDeleteSrc()
Cdling Sequence:

int BswdAdminDeleteSrc(
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pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pSrc_ref - The source reference of the source
to delete.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful, source is
deleted.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cadller doesn't have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
API_ADMIN_INVALID_ REFERENCE -Invaid source reference

7.1.9 BswdAdminSetSrcParam()

Cdling Sequence:
int BswdAdminSetSrcParam(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminL ock,
char *pSrc_ref - The reference of the source or
the gatekeeper.

pPARAM _INFO *pParam_name - A linked ligt containing the
Param name and associated

Param vaue to change.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful, source is
updated.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cadller doesn't have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
API_ADMIN_INVALID_ REFERENCE -Invaid source reference
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7.1.10 BswdAdminGetGr ps()
Cdling Sequence:
int BswdAdminGetGrps(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char **hGrps_rep - The group response BVLMF
message.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
hGrps_rsp points to the response.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Some other failure, hGrps repis
NULL.

APl_ADMIN_PERMISSION_DENIED —Cdler doesn't have
ADMIN permission.

API_ADMIN_IPC_READ -Socket read failure

API_ADMIN_IPC_ WRITE -Socket write falure

7.1.11 BswdAdminGetGrpMember ()

Cdling Sequence:
int BswdAdminGetGrpMembers(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pGrp_name, - The group name
char *hGrp_det_rsp - The group detail response BVLMF
message.
)

RETURNS. API_ADMIN_SUCCESS - Function was successful,
hGrp_det_rsp pointsto the
response.

API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure, hGrp_det rpis
NULL.

API_ADMIN_PERMISSION_DENIED —Caller doesn't have
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ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
7.1.12 BswvdAdminAddGrpMember ()
Cdling Sequence:
int BswdAdminAddGrpMember(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pGrp_name, - The group name
char *pGrp_member - The group name or member to
add.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
User or member added.
API_ADMIN_NULL_PARAM -Required parameter is NULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have
ADMIN permission.

API_ADMIN_IPC_READ -Socket read failure

API_ADMIN_IPC WRITE -Socket write failure

7.1.13 BswdAdminDe GrpM ember ()

Cdling Sequence:
int BswdAdminDe GrpM ember(
pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pGrp_name, - The group name
char *pGrp_member - Thegroup name or member to
delete.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
name or member deleted.

API_ADMIN_NULL_PARAM -Required parameter is NULL
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API_ADMIN_FAILURE - Some other failure.
API_ADMIN_PERMISSION_DENIED —Cadler doesn't have
ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure

7.1.14 BswdAdminDeeteGrp()

Cdling Sequence:
int BswdAdminDe eteGrp(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminL ock,
char *pGrp_name, - The group name
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
entire group deleted.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have
ADMIN permission.

API_ADMIN_IPC READ -Socket read failure
API_ADMIN_IPC_ WRITE -Socket write failure
7.1.15 BswdAdminAddGrp()
Cdling Sequence:
int BswdAdminAddGrp(
pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *pGrp_name, - The group name
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
Group added.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Caller doesn't have
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ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
7.1.16 BswdAdminGetDAC()
Cdling Sequence:
int BswdAdminGetDAC(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *PRef, - Gatekeeper or Source Reference
char **hDac _rsp - DAC BVLMF message.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
hDac_rsp pointsto the response.
API_ADMIN_NULL_PARAM -Required parameter is NULL
API_ADMIN_FAILURE - Some other falure, Hdac rpis
NULL.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have
ADMIN permission.

API_ADMIN_IPC_READ -Socket read failure

API_ADMIN_IPC WRITE -Socket write failure

API_ADMIN_INVALID REFERENCE -Invalid source or Gatekeeper
reference.

7.1.17 BswdAdminAddDAC()

Cdling Sequence:
int BswdAdminAddDA C(
pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *PRef, - Gatekeeper or Source Reference
char *pAllow - NULL pointer or the user/group
name, “ALL" or “NONE”.
char *pDeny - NULL pointer or the user/group

name, “ALL", or “NONE”.
)
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RETURNS. API_ADMIN_SUCCESS - Function was successful.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure

API_ADMIN_INVALID_REFERENCE -Invalid source or Gatekeeper

reference.

7.1.18 BswdAdminDel DAC()

Cdling Sequence:
int BswdAdminDel DAC(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock,
char *PRef, - Gatekeeper or Source Reference
char *pAllow - NULL pointer or the user/group

or “ALL” name.

char *pDeny - NULL pointer or the user/group

or “ALL” name.

)

RETURNS. API_ADMIN_SUCCESS - Function was successful.
API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

APl_ADMIN_PERMISSION_DENIED —Cdler doesn't have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure

API_ADMIN_INVALID_REFERENCE -Invalid source or Gatekeeper

reference.
7.1.18 BswdAdminGetUsers()
Cdling Sequence:

int BswdAdminGetUsery
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pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminL ock.
char role, - Denotes what type of user
information to retrieve:
1= System Admin, 2 =1SSO
3 = Producer
char *pSrc_ref, - Source Reference required for
producers
char **hUsers rp - Pointer to user namelist
BVLMF messege.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful,
hProducers rsp points to response.
API_ADMIN _NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure, hProducers rsp
iSNULL.
API_ADMIN_PERMISSION_DENIED —Caller doesn't have
ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
APl_ADMIN_INVALID REFERENCE - Invalid source reference
7.1.19 BswdAdminAddUser ()
Cdling Sequence:
int BswdAdminAddUser(
pPADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminL ock.
char role, - Denotes what type of user
information to set.
1= System Admin, 2 =1SSO
3 = Producer
char *pSrc_ref, - Source Reference for user.
char *pUser - user or group name of new
user.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful.
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API_ADMIN_NULL_PARAM -Required parameter isNULL
APl_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Cdler doesn't have

ADMIN permisson.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
API_ADMIN_INVALID_ REFERENCE -Invaid source reference

7.1.20 BswdAdminDelUser ()

Cdling Sequence:
int BsvdAdminDe User(
PADMIN_INFO pAdmin_info, - Pointer to tADMIN_INFO returned
by BswdAdminLock.
char role, - Denotes what type of user
information to delete:
1= Sysem Admin, 2=1SSO
3 = Producer
char *pSrc_ref, - Source Reference for user
char *pUser - user or group name of
user to delete.
)
RETURNS. API_ADMIN_SUCCESS - Function was successful.
API_ADMIN_NULL_PARAM -Required parameter isNULL
API_ADMIN_FAILURE - Some other failure.

API_ADMIN_PERMISSION_DENIED —Caller doesn't have

ADMIN permission.
API_ADMIN_IPC_READ -Socket read failure
API_ADMIN_IPC WRITE -Socket write failure
APl_ADMIN_INVALID REFERENCE -Invdid source reference

7.1.20 BswdAdminM odElementName()

Cdling Sequence:

int

BswdA dminModElementName(
tADMIN_INFO *pAdmin_info, Returned by



char
char

char

char

char

char

char

char
API_SUCCESS
API_PERM_DENIED
API_FAILURE

API_SUCCESS
API_PERM_DENIED

APl_FAILURE
7.1.22 BswdAdminGetUser DAC()

Cdling Sequence:
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BswdAdminLock().

*pSource_name, NULL or Bswd source name.

*pSection_name, Section namefor this
DATA_NAME.

*pData_name, The DATA_NAME to
modify.

*pData_help, NULL or DATA HELP
modification.

*pDisplay_name, NULL or DISPLAY_NAME
modification.

mode, Pick list or Datarange Mode
(A) add or (D) delete.

*pData_range, NULL or DATA_RANGE to
modify.

*pData lidt, NULL or DATA_LIST to
modify.

)
-Function successtul.
-Current caller does not have ISSO
Permission.

-Some other falure.

-Function successful.
-Current caler does not have |SSO
Permission.
-Some other failure.

int BswdAdminGetUserDAC(

tADMIN_INFO
char
Returns,
API_SUCCESS

API_PERM_DENIED

*pAdmin_info, Returned by
BswdAdminLock().
*pUser_name, The user or group name.

)

-Function successtul.
-Current caller does not have 1SSO
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Permisson.

API_ADMIN_INVALID USER
AP|_FAILURE

7.1.22 BswdAdminlnitReg()
Cdling Sequence:
int BswdAdminlnitReg(
tADMIN_INFO
char **hReg_info

)

Returns,
API_ADMIN_SUCCESS
API_ADMIN_PERMISSION_DENIED

API_ADMIN_NULL_PARAM
API_ADMIN_FAILURE

7.1.23 BswdAdminl nitRegStatus()

Cdling Sequence:

int BswdAdminlnitRegStatus(

-Supplied username not valid UNIX account
-Some other failure.

*pAdmin_info, Returned by

BswdAdminL ock().
Pointer to regidration info
response message (BAIR).

-Function successtul

-Current cdler does not have Admin
Permission.

-Required parameter missing

-Some other falure.

tADMIN_INFO *pAdmin_info,  Returned by
BswdAdminL ock().
int mode REG_ABORT, or
REG_STATUS
)
Returns:
API_ADMIN_SUCCESS -Function successful.

API_ADMIN_PERMISSION_DENIED

API_ADMIN_REG _PENDING
API_ADMIN_NULL_PARAM
API_ADMIN_FAILURE

-Current cdler does not have Admin
Permission.

-Regidration is ill pending

-Required parameter missing

-Some other failure.



37-2.0-1CD-08 99-B0O
25 August 1999

7.1.24 BswdAdminRegOur Gkpr ()

Cdling Sequence:

int BswdAdminRegOurGkpr(
tADMIN_INFO *pAdmin_info, Returned by

BswdAdminLock().
char *pCountry_code, CC of registering GKPR.
char *pState, State of registering GKPR.
char *pOrgname, Org. name of regigtering
GKPR.
char *pPOC, POC of registering GKPR
char *pPOC_emall, POC email address of
registering GKPR
char *pGkpr_ip Which gatekeeper to register
with |P address.
char *pGkpr_port Which gatekeeper to register
with TCP/IP port
char *pOne_time_pwd The one-time password
)
Returns:
API_ADMIN_SUCCESS -Function successful.
API_ADMIN_PERMISSION_DENIED -Current cdler does not have Admin
Permission.
API_ADMIN_NULL_PARAM -Required parameter missing
APl_ADMIN_FAILURE -Some other falure.
API_ADMIN_REG BUSY -Key-master GKPR busy with another
Regidration
API_ADMIN_NOT_KM -Attempted GKPR registration on a
GKPR which isnot setup asa
-Key-master Gatekeeper
API_ADMIN_REG_PENDING -Thisregidration is pending
API_ADMIN_REG _ABORTED -This registration aborted by dlient

API_ADMIN_REG GKPR_CONNECT -Could not connect to remote
Key-master Gatekeeper.

API_ADMIN_REG NO PUBLICKEY -Error accessing public key file

API_ADMIN_REG NO_CERTREQ -Error accessing certificate request
Hle
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API_ADMIN_REG NO CERT
API_ADMIN_REG_REFUSED
7.1.25 BswdAdminGenPubK ey()
Cdling Sequence:

int BswdAdminGenPubKey(
tADMIN_INFO

Returns,
API_ADMIN_SUCCESS
API_ADMIN_PERMISSION_DENIED

API_ADMIN_NULL_PARAM
API_ADMIN_FAILURE

7.1.26 BswdAdminGetK eymaster §()

Cdling Sequence:

int BswdAdminGetK eymastery(

-Error accessing certificate file
-Regidration falled by the

Key-master.

*pAdmin_info) Returned by

BswdAdminL ock().

-Function successful.

-Current caller does not have Admin
Permission.

-Required parameter missing

-Some other falure.

tADMIN_INFO *pAdmin_info, Returned by
BswdAdminL ock().
char **hK eymasters) Pointer to keymagterslist
message
Returns.
API_ADMIN_SUCCESS -Function successful.

API_ADMIN_PERMISSION_DENIED

API_ADMIN_NULL_PARAM
API_ADMIN_FAILURE

7.1.26 BswdAdminGetAuditEvents()

-Current cdler does not have Admin
Permission.

-Required parameter missng

-Some other falure.
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Cdling Sequence:

int BswdAdminGetAuditEvents(
tADMIN_INFO *pAdmin_info, Returned by

BswdAdminL ock().
char **hEvents) Pointer to events list message
Returns:
API_ADMIN_SUCCESS -Function successful.
API_ADMIN_PERMISSION_DENIED -Current cdler does not have Admin
Permission.
API_ADMIN_NULL_PARAM -Required parameter missing

APl_ADMIN_FAILURE -Some other falure.
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Appendix VIII

8.1 Defaults, Parameter Values and Definitions

CLIENT_HELP: (Y)esor (N)o.

STATUS PORT: TCP/IP port number where status messages are to be sent.

STATUS: Numeric vaue to indicate Success (0) or Failure (-1).

CLIENT_ROLE: Indicates the gatekeeper determination of client privilege; 0 = Generd user, 1 =

Producer, 2 = Sysem Adminigtrator. Thisvalueis returned in the BGRM.

TYPE: Denotes gatekeeper type A, assigned; R remote.

FIND: (Y)es (N)o flag to indicate Keyword search capability.

7. BQS STMT: A vdid Boolean Query Syntax statement. Thiswill contain the users query, find or
geo search satement. The current implementation will accept any number of Smple atribute names,
queries or text attribute names but only one each of geo attribute names. Example: “TGTID =
“0000AA0000” AND TGTGEO INTERSECT POINT (012345N0134567W)”. All geo query
parts must be after the smple, text, or query part of the BQS _STMT prefixed with AND.

8. TARGET_GEO PNT: A vaid geo attribute name to indicate cgpability to perform a geographic
search on a Target point. Example TGTGEO

9. TARGET _GEO_CIR: A vdid geo attribute name to indicate capability to perform a geographic
search on a Target by circle. Example TGTGEO

10. TARGET_GEO POLY:: A valid geo attribute name to indicate cgpability to perform a geographic
search on a Target by polygon. Example TGTGEO

11. TARGET_GEO POLY_VERT: Maximum number of vertices supported by
TARGET_GEO_POLY. Default minimum is 3.

12. IMAGE_GEO PNT: A vdid geo attribute name to indicate cagpability to perform a geographic
search on almage point. Example: IGEOLO

13. IMAGE_GEO CIR: A vdid geo atribute name to indicate capability to perform a geographic
search on an Image by circle. Example: IGEOLO

14. IMAGE_GEO POLY: A vdid geo attribute name to indicate capability to perform a geographic
search on an Image by polygon. Example: IGEOLO

15. IMAGE_GEO POLY_VERT: Maximum number of vertices supported by IMAGE _GEO POLY.
Default minimum is 3.

16. DATA_TYPE: Daa attribute type; (C) character, (N) numeric, (S) sgned numeric. A character
type can contain apha, numeric and specia characters.

17. DATA_PRECISION: A numeric number of decima positions for Signed values.

18. DATA_RANGE: A range expression depicting the data type: This token may repeet. The first
token will be aLOW limit value, the next the HIGH. Example NITRS 0.0 NIIRS 10.0.

19. DATA_LIST: A lig of vaid vaues for a particular element. This token may repeat. Example:

CLASST, CLASSS, CLASSC, CLASSR, CLASS U.

> owbdhpE

o o



20.

21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31
32.

33.

34.

35.
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QUERY_TYPE: A numeric flag to indicate type of query; O for Sequentid, 1 for Smultaneous.
Default is Smultaneous.
THUMBNAILS: (Y)es (N)o flag to return thumbnails in the query response. Default is (N)o.
QRY_STATUS: A numeric flag to indicate Success (0) or Failure (1) of query.
DUP: (Y)es (N)o flag to indicate that thisHIT is aduplicate of another HIT.
CLASS: Product classfication; T,SC,R,U.
CLEVEL: Nitf compliance levd: 01,02,03,04,05,06 and 99
DWNG: Downgrade date: Date or 999999 or 999998
PRODOFFLINE: (Y)es (N)o flag to indicate if product is currently Offline.
ESD: (Y)es(N)o flag to indicate if Exploitation Support Datais available.
RPC: (Y)es (N)o flag to indicate if Rapid positiond capability isavallable.
SRP: (Y)es(N)o flag to indicate if product is a Standard Radiometric Product.
LAN_CLASS: Classfication of the LAN which will transfer image.
RRDS: Numeric value 0 — 8 to indicate which Reduces Resolution Data Set to return. 8 indicates
return dl.
AUTO_RED: Image request flag; 1 Send suitable RRDS, 2 Send Image Cropped, 3 Abort
request.
METADATA: (Y)es (N)o flag to request aflat file in source specific format of dl relative product
metadata.
NOTIFICATION_MODE: Numeric flag to indicate mode of request;0 = IPC notification, 1 =
Synchronous, 2 = Asynchronous, 3 Email Notification.



