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Training

*Audit Logs
» Create Audit Report based on:

— User Name
— Event Type

Services — Date Range
o Archive Audit Logs

* Remove Archived Logs

 Archived Logs

e Query Archived Logs based on:
—User Name
— Event Type

;a — Date Range
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* Audit Logs

The purpose of this screenisto
alow the ISSO to view, archive,
or remove audit information from
the Broadsword Sybase Data
Base based on user(s), date/time
and audit event.
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Training

The Audit Log Maintenance screen contains atable of parameters. The first four parameters are used to query for the
audit information, the last parameter is used when archiving the audit information.

Audit Logs

Andit Log Maintenance

The user —_—

_que”ed fOI‘ audit ¥YTYMMDDhhrnss date/time of the
information. StartDate:  rpeerererErreen =

The end YTEYMMD Dbl informati wh
date/time of the [ssosssisaoas being queried.
audit

information rent : =l The audit event
being queried. P E— e being queried.

Name of fileto

contain audit
records bei ng Audit Repon Archwe Recards Remave Records Reset

archived. (The
directory path is

not included in

the filename.)

Request an audit report for Archive the records Remove the records from the Returns the selections to
viewing based on the query returned from the Broadsword Sybase Data Base their previously applied
parameters selected in the query based on the that are returned from the query  values and automatically
parameter table. parameters selected in based on the parameters applies these changes.

the parameter table. selected in the parameter table.
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* Audit Logs

Example:

The ISSO for our local system
wants to get a report on user
‘test05’; in particular he wants a
record of every log-in attempt by
this user. The information filled
in on the right specify the
correct query. All the ISSO
needs to do is click the Audit
Report button.
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Training

The Audit Log Maintenance screen contains a
table of parameters. Thefirst four parameters are
used to query for the audit information, the last
parameter is used when archiving the audit
information.

Audit Logs

Andit Log Maintenance

The user —e
_que”ed fOI‘ audit TYTTHHDDhhmmss date/time of the
information. Start Date : Im / el

Theend information
YYYYUMDDhlnanss b 5
being queried.

date/time of the End Date :
. ——————— |19990505182022

audit

information IUser Logged In J The audit event
being queried. . being queried.

Name of fileto
contain audit

records bei ng Audit Repon Archwe Recards Remave Records Reset

archived. (The
directory path is
not included in
the filename.)

Request an audit report for Archive the records Remove the records from the Returns the selections to
viewing based on the query returned from the Broadsword Sybase Data Base their previously applied
parameters selected in the query based on the that are returned from the query  values and automatically
parameter table. parameters selected in based on the parameters applies these changes.

the parameter table. selected in the parameter table.
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1SS0

* Audit Logs

Thisisalisting of al the audit
events that the 1SSO can select
for the audit report. The default
isAll Events.
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Searching
*Search Toolg
= Shopping Ca
*Order Status
= Saved Queri
= Deferred Res

Cataloging
= Manually
= Wfith NITF He
=With IPL Dat
= With Templa
= Catalog Stat

Administratio

= System Statu
* lser Mainten
= Systemn Statiq

= Audit Logs
= Archived Lo

=

All Events

Added DAC

Added Group

Added Group Member
Removed Group

Removed Group Member
Added New Source

Added User Privileges
Admin Lock

Audmin Unlock

Andit Comp

Get Audit Archive List
Delete Audit

Gatekeeper Started
Gatekeeper Stopped

Got Audit Report

Muodified Elernent

Query

Remove DAC

Remove Source

Remove Remote Gatekeeper
Remove User Privileges

Bet Bource Parameter

Bet User DAC

Transfer Request

Caralog Request

User Logged In

User Logged Cut

Clear Btatistics

Accept Registration From Remote Gatekeepers
Register Our Gatekeeper With Keymaster
MNesww or Updated Gatekeeper Info

VERSION 2.0

+ About = Logout

Audit Logs

Training

Andit Log Maintenance

I

PP MM s =

9990810124454

FEYTMMIDhhmms =

19930810124454

All Events

= |

chive Records |

Remove Records |

H e %l o 2
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1SS0

* Audit Logs

This screen is the result of
clicking on the Audit Report
button from the previous page.
By clicking on the “View Audit
Report” link, the user can view
the audit report generated by the
criteria specified.

Example: This screen means
that the previous request for al
log-in information on user
testO5 up to May 5, 1999 has
been processed, and that a
report has been generated. To
view the report, al the ISSO
hasto doisclick onthe*View
Audit Report” hyperlink.
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Audit Log Maintenance

T

TTYTTYHMDDhhrmss

Start Date :
|19990505000000

TTYTTMMDDhhmmss

End Date :
|19990505235959

Archive File
Name :

Training

View Audit Report

/

‘ Audit Report |

Remove Records

Archive Records | /

/

Link to audit report generated
using the current search criteria.
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Training

Thisisthe report header.
It contains all of the audit
1550 log criteria specified in the

* Audit Logs previous screen. \
Audit Report

Thisis asample audit report User: test0S Starting at : 19990505000000 and Ending at : 19990505235959 For Event: LOGIN
generated by the “Audit Log
Maintenance” page.

Login: test05 TP: 123.456.789 Orig. Login: test05 Gtkpr: Session Key: 10205
LOGIN @ 19990505185343 : Successful Logn from sun Gatekeeeper
Login: test05 TP: 123.456.789 Orig, Login: test05 Gtkpr: Session Key: 10652
Examp| (S LOGI @ 19930505184650 : Successfl Login from sun Gatekeeper

Thisisthelog generated by the /

previous request. The header

contains all of the log criteria,

and the rest contains log
entries.

Thisisasamplelog entry.
Each entry contains the
username, |P Address,
Gatekeeper, and Session Key,
aswell asall of the events that
were audited.
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* Audit Logs Audit Logs I
y . Log:

Audit Log Maintenance

This screen is aresult of

clicking the “Archive Records’ Um : [cestos
button on the “Audit Log YYTYHNDD ks

Maintenance” page. Start Date : [19990505182022

YTTYMMDD hhranss

Example: Now, let us suppose FndDate: § erpaEEEarre
that the |SSO wants to archive
the report that he just
generated. By clicking on the
“Archive Records* button, the
ISSO can archive thereport in
afile called audit050599.

Archived record(s) successfully,

‘ Audit Report | Archive Records |/ Remave Records

Thisisthe confirmation
message from arequest to
archive arecord.
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1SS0

* Audit Logs

Example:

Let’s say that the ISSO now
wants to remove the
audit050599 record. After
entering the filename and
clicking the “Remove Records’
button, this confirmation screen
appears. Clicking on the
“Remove Records’ button
again will confirm the removal.
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o w v e Training

Thisisthe
warning

displayed when

aremove

record request

is made.

Audit Log Maintenance

T

TTTTMNDDhhinss
199905051820:22

¥YYYMNDDhhhmnss

199905051820:22

Start Date :

End Date :

Archive File

audit050599
Name : |

\WARNING: Verify Record Deletion by Clicking Remove Records Again.

These Records will be PERMANENTLY Removed from the System.

‘ Audit Report

Archive Records

Remove Records

Reset |
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o w v e Training

1SS0 This page confirms the removal of an archive.
* Audit Logs

Audit Logs |

Audit Log Maintenance

Example:

After clicking on the “Remove [eestos
Records’ button, the ISSO Lo

receives confirmation that the s |19990505182022
file audit050599 has been L

End Date :
rernovaj' - e |19990505182022

Archive File

Name :

|auairososss

Removed record(s) successfully.

‘ Audit Report | Archive Records |/ Remove Records

Thisisthe confirmation
message from arequest to
remove arecord.

Security Log's Training Guide 37-2.0-TRNGSEC-10 99-A0 29 October 1999 Page 10



Training

1SS0

# Audit Logs

= Archived Logs Archived Logs
Fa & -

ARCHIVE FILE DATE ARCHIVED
This page displays alisting of security_test 19990505113638
al the archived files that the diane 119990505175035
user can salect and view. audit050599 1999005182550

Audit Archive (Queries

|
TYTTHMDDhhtans s
Start Date :
|19990505185445
TYTTHNDDhhrens =2
End Date :
|19990505185445

T
‘ CQuery Archives |
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1SS0

# Audit Logs

= Archived Logs Archived Logs
Fa & -

teccecssscesscscssscnss W—— W———
Example#1: |s1-3curity_test 19990505113638
\diane 19990505175035
1SSO sdlected the archived audit050599 1999005182550
file audit050599 to query and
view all events for the user
test05.

Audit Archive (Queries

e |

TYTTHMDDhhtans s
Start Date :
|19990505185445

YY¥YMHDDhhrnss

|19990505185445

‘ CQuery Archives |

End Date :
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Training

1SS0

# Audit Logs

* Archived Logs Archived Logs

ARCHIVE FILE
SRR security_test 119990505113638
ISSO selected the archived diane 119990505175035
file security_test to query and ‘audit050599 19990505182550

view user login information for
all users Aundit Archive Queries

Note: When the user field is Lol
left blank the default is all StartDate: | reeerrerrereres
users.

TYYTHNDDhhnnss

End Date :
|1999050619 1746

‘ Query Archives |
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