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What is1SSO ?

The ISSO function is used to view, archive, or remove audit
information from the Broadsword Sybase Data Base based
on the user(s), date/time and audit event.
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How do | query for information on a
user ?
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The ISSO can view, archive, or remove audit information from the Broadsword
interface by clicking on the Audit L ogs Maintenance screen from the Audit Logs
menu. The Audit Log Maintenance screen contains atable of parameters. The
first four parameters are used to query for the audit information, the last parameter
Is used when archiving the audit information. The first field, User Account, is used
to query for audit information from a specific user.The default setting: Blank field;
indicates all user accounts are being queried for audit information. The Start date/time
indicates a query for all dates that start on that date for the given user on the chosen
event.The End date/time of the audit information being queried indicates a query for
all datesthat end on that date for the given user on the chosen event. The default is
when the start and end dates are the same, the interface will the search for events on
any date. The Event field lists al the events the system can query for. Archive File
Name is the name of the file to which the audit records are being archived.
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What types of information can |
query for?
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The event drop box shows alisting of all the audit events that the

I SSO can select for the audit report. The possible entries are Al
Events, Added DAC (Discretionary Access Code), Added Group,
Added Group Member, Removed Group, Removed Group
Member, Added New Source, Added User Privileges, Admin Lock,
Admin Unlock, Audit Dump, Get Audit Archive List, Delete Audit,
Gatekeeper Started, Gatekeeper Stopped, Got Audit Report,
Modified Element, Query, Remove DAC, Remove Source, Remove
Remote Gatekeeper, Remove User Privileges, Set Source
Parameter, Set User DAC, Transfer Request, Catalog Request, User
Logger In, User Logged Out, Clear Statistics, Accept Registration
From Remote Gatekeepers, Register Our Gatekeeper With
Keymaster, Update Daemon Status, New or Updated Gatekeeper
Info.The default is All Events.
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In the example the ISSO for our local system wants to get a report
on user ‘bilinski’; in particular he wants arecord of every log-in
attempt by thisuser. All the ISSO needsto do is click the Audit
Report button. The Audit Report button will request an audit report
for viewing based on the query parameters selected above.
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How do | view the Audit Report?
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When the ISSO clicks the Audit Report button the following screen
will appear . By clicking on the “View Audit Report” link, the
ISSO can view the audit report generated by the criteria specified.
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What does my Audit Report
look like?

Thisisthe report header.
It contains al of the audit Audit Report
log criteriaspecifiedinthe

pTE\/iOUS screen. User: bilinski for All Dates For User Logged In.

Login: bilinski IP: 255.255.255.255 Orign. Login: bilinski Gtkpr: 255.255.255.255 Session Keys: 1212
LOGIN @ 255.255.255.255 : Successful Login fromalepth Gatekeeper
Login: bilinski IP: 255.255.255.255 Orign. Login: bilinski Gtkpr: 255.255.255.255 Session Keys: 1212
LOGIN @ 255.255.255.255 : Successful Login fromalepth Gatekeeper
Login: bilinski | P: 255.255.255.2550rign. L ogin: bilinski Gtkpr: 256.255.255.25ession Keys: 1212
LOGOUT 255.255.255.255 : Gatekeeper timed out from Gatekeeper

Each entry contains the

username, |P Address,

Gatekeeper, and Session Key,
aswell asdl of the events that
were audited.

Thisisasamplelog entry.
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Thisis asample audit report generated by the “Audit Log
Maintenance” page. Thisisthelog generated by the previous
request. The header contains all of the log criteria, and the rest
contains log entries.
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This screen isaresult of clicking the “ Archive Records’ button on
the “Audit Log Maintenance” page. In this example the | SSO wants
to archive the report that he just generated. By clicking on the
“Archive Records* button, the ISSO can archive the report into a
file specified in the Archive File Name field. In this case, the
archive fileis named audittest.
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WARNING: Verity Aecord Deletion by Clicking Remove
Recosds Agaln,
Thess Records will be PERMARNENTLY Remaowved from the
Symlem_
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Now that the ISSO has archived these records, he or she now wants
to remove the audits from the system. The | SSO then clicks the
“Remove Records’ button in the lower right corner and this
confirmation screen appears. Clicking on the “Remove Records’
button again will confirm the removal. Note that the you are NOT
deleting records stored in the Archive File Name, but rather are
deleting all of the pertinent records from the systems audits..
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Wherearethefiles| have
Archived?
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The I1SSO desires to check the archived file “bilinskil” for anytime
the user “bilinskil” logged in. To access this this screen the | SSO
must choose the Archived Logs function from the ISSO menu. To
generate the report, the ISSO would click the Query Archives
button. Note, that more than one archived file may be chosen.
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Wherearethefiles| have

Archived continued..
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After the ISSO clicks the Query Archives button, the screen reloads
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displaying the View Audit Report hyperlink. The ISSO may then
click on this hyperlink to review the report.
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