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	DoDIIS Trusted Workstation 

Quick Reference
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	Understanding the On-Screen Displays (OSD) 

	ICON
	What it Means
	Action to Take
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	· Ethernet (MAC) Address 
· Currently assigned IP address

· Link status of currently connected SunRay server (should be 100H)
· Authentication Server IP address

· Icon code and DHCP state
	No action required.  To display this OSD, press the three audio volume keys simultaneously.
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	Sun Ray unit is started up and is waiting for Ethernet link.
	Wait.  If the unit does not start within a short time (~10 seconds), contact your system administrator.
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	Prompt for smart card insertion.
	Insert smart card.
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	Card reader error.  The card reader’s OSD icon appears whenever the Sun Ray is unable to read the card due to one of the following reasons:

· The card contacts are dirty, the contacts on the card reader are dirty or the card is not properly inserted.
· The card is malfunctioning.

· The card type is not supported.
	Insert card properly.
Clean the card and reinsert.
If the problem persists, contact your system administrator.
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	You are denied access.  Your card may be disabled.
	Contact your system administrator.
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	The unit is downloading PROM software.
	Wait until the download is complete.  Downloading and saving the new PROM software usually takes less than a minute.  If interrupted, the unit will have to download the software the next time it reboots.
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	Session refused.  The server is refusing to grant a session to the client because the client is unable to fulfill the server’s security requirements.
	Contact your system administrator.
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	The appliance has lost the Ethernet connection.
	Check that the Ethernet cable is correctly plugged in the back of the unit and into the network outlet.  If the problem persists, contact your system administrator.


	Understanding Security Status
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	Locked Authenticated.  The server is authenticated to the client and the data link is encrypted.
	None, this is the system normal behavior.
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	Unlocked Authenticated.  The server is authenticated to the client but the data link is not encrypted.
	Contact your system administrator.
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	Handy Key Strokes

	SHIFT+PROPS – Adjusts the volume and screen resolution (only if logged in already).
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Pressing all three Volume Keys – Displays Sun Ray Status OSD.   

	
	CONTROL+POWER - Power cycles the Sun Ray.

CONTROL+Alt+Backspace twice – Kills the session.

CONTROL+Alt+Del twice – Kills the process that has taken control of the X server.

	Front Panel Displays  

	LED
	State
	What it means

	Power/Fault
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	Off 
	The unit is not plugged in or needs to be replaced.

	
	Amber
	The LED briefly lights for 2-3 seconds at power on while the unit checks the hardware.  If this LED stays on, or lights at any other time, a hardware fault has occurred.  Contact your system administrator to replace the Sun Ray.

	
	Green
	The unit is powered on and functioning normally.

	
	Blinking
	PROM corrupted.  Power cycle the Sun Ray.  If the problem persists, contact your system administrator to correct the problem.

	Smart Card
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	Off
	No smart card inserted.

	
	On
	The smart card has been inserted correctly.  If on with no card inserted, there is a card reader problem.  Replace the appliance.

	
	Blinking
	It is safe to enter your secure PIN now. (secure smart card installations only)

	DTW Documentation on the Web

	JEDI Program Management Office (PMO) 

Air Force Research Laboratory/IFEB

32 Brooks Road 

Rome, NY 13441                                                            
COMM 315-330-7657   FAX 315-330-7107    DSN 587
	dtw@rl.af.mil 

JWICS http://web1.rome.ic.gov/dtw

SIPR http://ife.rl.af.smil.mil/dtw

NIPR https://extranet.if.afrl.af.mil/dtw
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