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	SR Tag
	Name
	Requirement text
	Slide(s)

	SR157
	Transition JEDI tools to Solaris Management Console
	The Solaris Management Console (SMC) snap-in modules shall be able to be installed independent of each other.  Also, they shall not destroy data that was input through the native OS tools or third party vendors.  The current implementation of default trusted roles shall be transitioned and provided through the SMC framework.
	Slide 34 – JEDI PreInstallation 

Slide 39 – JEDI PostInstallation

Slides 92  – 116

	SR157.1
	Extension of SMC Toolkit
	The SMC tools shall be extended, where possible.
	Slide 91 – SMC Application Requirements

Slide 105 – SMC – User Account Maintenance

Slide 106 – SMC – User Account Maintenance

Slide 107 – SMC – User Account Maintenance

Slide 108 – SMC – User Account Maintenance

Slide 109 – SMC – User Account Maintenance

Slides 92  – 116

	SR157.2
	SMC Framework
	All tools will operate within the framework and, if possible, the FRAME, of existing SMC applications.
	Slide 91 –  SMC –  Application Requirements

	SR157.3
	SMC Dependencies
	There shall be no dependencies between applications that are installed.  Each utility shall be installable on its own.
	Slide 34 – JEDI PreInstallation 

Slide 39 – JEDI PostInstallation

	SR157.4
	SMC plug-ins look and feel 
	All utilities should conform to the look and feel of SMC plug-ins.  Each utility should have an associated icon, help, context sensitive help, and action menu entry.
	Slide 91 – SMC Application Requirements

	SR157.4.1
	SMC Icons - 16 Bit
	Each SMC application shall have an associated 16 bit icon.
	Slide 91 – SMC Application Requirements

	SR157.4.2
	SMC Icons - 32 Bit
	Each SMC application shall have an associated 32 bit icon.
	Slide 91 – SMC Application Requirements

	SR157.5
	Installation of SMC Plug-ins
	Installation of SMC Plug-ins shall conform to the Sun pkg standard and be able to use pkgadd, pkgrm.
	Slide 34 – JEDI PreInstallation 

Slide 39 – JEDI PostInstallation

	SR157.6
	SMC Plug-ins, Auditing
	All auditing should conform to existing requirements (both SRS and DCID).  Configuration of the audit subsystem shall be carefully documented.
	Slide 88 – Solaris Management Console (SMC)

	SR157.7
	GUI Support
	JEDI 2.0 shall support the Graphical SMC Interface.
	Slide 92 – SMC – Transitioned Applications

Slide 93 – SMC – Alert News

Slide 94 – SMC – Archive Utility

Slide 95 – SMC – Assign Credentials 

Slide 96 – SMC – Assign Passwords
Slide 97 – SMC – Boot Utility

Slide 98 – SMC – Change File Info

Slide 99 – SMC – Disk Space

Slide 100 – SMC – Network Status

Slide 101  – SMC – Session Maintenance

Slide 102 – SMC – User Session Maintenance

Slide 103 – SMC - User Account Information

Slide 104 – SMC – COTS Migration

Slide 105 – SMC – User Account Maintenance

Slide 106 – SMC – User Account Maintenance

Slide 107 – SMC – User Account Maintenance

Slide 108 – SMC – User Account Maintenance

Slide 109 – SMC – Process Management

Slide 110 – SMC – Printer Maintenance

Slide 111 – SMC – Privileged Printer Status

Slide 112 – SMC – DHCP

Slide 113 – SMC – DHCP 

Slide 114 – SMC – Legacy Applications

Slide 115 – SMC – Allocate/Decallocate

Slide 116 – SMC – Deprecated Applications

	SR157.8
	DHCP Management
	JEDI shall support DHCP Management under the SMC Toolkit.
	Slide 112 – SMC – DHCP

Slide 113 – SMC – DHCP 

	SR162
	ISS
	JEDI 2.0 for Windows shall include the Internet Security Scanner.  ISS shall be included with the JEDI distribution but will not be included in the JEDI installation.  A basic installation shall be documented and the ISS documentation shall be referenced.  The security risks shall be documented in the SSAA; the security templates for ISS shall be documented in the Known Risks and Vulnerabilities section of the SSAA.
	Slide 170– ISS – Changes to Installation

Slide 171 – ISS – Data Flow



	SR169
	Transition JEDI tools to Native Role Based Access Control (RBAC)
	The contractor shall transition to the JEDI Trusted Facility Management Toolset to use the Role Based Access Control inherent in the Solaris 9 operating system.
	Slide 76 – Roadmap - RBAC

Slide 77 – Role Based Access Control (RBAC)

Slide 78 – RBAC - Overview

Slide 79 – RBAC – Maintenance

Slide 80 – RBAC – Authorizations

Slide 81 – RBAC – Rights Profile

Slide 82 – RBAC – Administrative Roles

Slide 83 – RBAC – Current Process Flow

Slide 84 – RBAC – New Process Flow

Slide 85 – RBAC – Design Issues

	SR170
	Removing dependency on JEDI Maps
	The contractor shall remove the dependency on the existing JEDI Maps functionality.
	Slide 119 – Maps – Maps Removal

Slide 120 – Maps – Backup Utility

	SR170.1
	The dependency of the JEDI Maps shall be removed
	All utilities that interact with the map software shall have the dependency removed.
	Slide 119 – Maps – Maps Removal



	SR170.2
	The JEDI Utilities shall interact directly with the Operating System
	All system files shall be updated directly.  This shall apply to all JEDI Utilities.
	Slide 119 – Maps – Maps Removal



	SR170.3
	The ability to backup and populate naming services shall be retained
	JEDI 2.0 shall provide the capability to backup and restore name service data.
	Slide 120 – Maps – Backup Utility

	SR171
	Secure Shell
	JEDI 2.0 will provide support for the secure shell and secure shell set of commands.
	Slide 123 – Secure Shell – Solaris 9

Slide 124 – Secure Shell – Protocols 1 and 2

Slide 125 – Secure Shell – Affects on the Accept/Decline Banner

Slide 126 – Secure Shell - /etc/ssh/ssh_config

	SR171.1
	Configuration of secure shell 
	The configuration of secure shell shall be done via a GUI that will run the ssh-keygen command.
	Slide 127 – 130 – Configuration GUI for SSH

	SR171.2
	Secure Shell Versions
	JEDI 2.0 shall support secure shell on Solaris 8.
	Slide 131 – Secure Shell on Solaris 8

	SR174
	Incorporate new native PAM Modules
	The contractor shall incorporate the Solaris 9 native PAM modules.
	Slide 142 – PAM – Incorporate New Native PAM

Slide 143 – PAM – Login Functional Flow

Slide 144 – PAM – Authentication Modules

Slide 145 – PAM – Authentication Modules

Slide 146 – PAM – Account Modules

Slide 147 – PAM – Account Modules

Slide 148 – PAM – Account Modules

Slide 149 – PAM – Account Modules

Slide 150 – PAM – Support for Password History

Slide 151 – PAM – Support for Password History

Slide 152 – PAM – Password History Flow

Slide 153 – PAM – Password History Updates

Slide 154 – PAM – Password History Updates – NIS

Slide 155 – PAM – Password History Updates – NIS+/LDAP

	SR175
	Flash Archive Support
	The contractor shall provide Flash Archive support in the JEDI environment.
	Slide 158 – Flash Archive Support – Method 

Slide 159 – Flash Archive Support – Method

Slide 160 – Flash Archive Support – Baseline

	SR177
	Optional SASF for Solaris 9
	The Solaris 9 Port of JEDI 1.3 shall allow for the optional installation of the Segmented Application Support Framework (the DII COE).
	Slide 163 – SASF – DII COE/JEDI Architecture

Slide 164 – SASF – Modifications to DII COE

Slide 165 – SASF – ICSF Segments to be Modified

Slide 166 – SASF – DII COE Installation Paths



	SR177.1
	Modifications to inst.dii
	The inst.dii script shall be modified to allow Solaris 9 as an acceptable OS.
	Slide 164 – SASF – Modifications to DII COE



	SR177.2
	DII COE Version
	The version of the DII COE that is supported shall be the DII COE Kernel version 4.2.0.5.
	Slide 163 – SASF – DII COE/JEDI Architecture



	SR177.3
	DII COE Version - Patch
	The DII COE shall be current release that is practical within the constraints of the schedule.
	Slide 163 – SASF – DII COE/JEDI Architecture



	SR177.4
	ICSF Segment Support
	Installation of the ICSF Segments shall be supported.
	Slide 164 – SASF – Modifications to DII COE

Slide 165 – SASF – ICSF Segments to be Modified



	SR177.5
	Solaris 9 Support
	The DII COE shall be modified to execute under Solaris 9.
	Slide 163 – SASF – DII COE/JEDI Architecture

Slide 164 – SASF – Modifications to DII COE

Slide 165 – SASF – ICSF Segments to be Modified

Slide 166 – SASF – DII COE Installation Paths

	SR178
	Integrate ISS into JEDI 2.0 Solaris 9 Baseline
	The Solaris 9 Port of JEDI shall include the Internet Security Scanner.
	Slide 169 – ISS – Changes to Installation

Slide 170 – ISS – Data Flow

	SR178.1
	Remove Spi-net
	The spi-net software shall be removed from the JEDI 2.0 baseline.
	Slide 169 – ISS – Changes to Installation



	SR193
	Support for Solaris 9
	The JEDI system shall be reengineered to run in the Solaris 9 Operating Environment.
	Slides 13 – 74 

	SR193.1
	The System shall be hardened
	Hardening is the modification of the OE to improve security.
	Slide 15 – Solaris 9 – Solaris Installation Security

Slide 64 – Solaris 9 – JEDI PostInstallation

	SR193.1.1
	Secure Filesystem
	The Solaris 9 file system shall be configured securely
	Slide 64 – Solaris 9 – JEDI PostInstallation

	SR193.1.1.1
	fix-modes software
	The JEDI 2.0 System shall incorporate the fix-modes software from Solaris.
	Slide 64 – Solaris 9 – JEDI PostInstallation

	SR193.1.1.2
	Solaris fingerprint database
	JEDI 2.0 shall incorporate the use of the Solaris Fingerprint Database.
	Slide 64 – Solaris 9 – JEDI PostInstallation

	SR193.1.1.3
	Installed accounts minimized
	The number of accounts shall be reduced to only those that are necessary for secure operation.
	Slide 43 – 45 – Solaris 9 – JEDI PostInstallation



	SR193.1.1.3.1
	Unused but necessary accounts
	All accounts that are not used, but are necessary for system operation, shall be locked and the shell set to /bin/true.
	Slide 43 – 45 – Solaris 9 – JEDI PostInstallation

	SR193.1.2
	Required system services
	Only the required system services shall be started through init.
	Slide 46 – Solaris 9 – JEDI PostInstallation



	SR193.2
	The System shall be minimized
	Minimizing is the removal of unnecessary Solaris OE packages.  This reduces the number of components that must be patched or hardened to secure the Solaris OE.  This shall be identified, at a minimum, at the cluster level.  It shall, however,  identify packages within the cluster that may be unnecessary.  
	Slide 16 – Solaris 9 – Solaris Installation Security

	SR193.2.1
	Minimized services
	JEDI shall minimize the number of services that are enabled as part of the run time system.
	Slide 41 – Solaris 9 – JEDI PostInstallation

	SR193.3
	The Solaris 9 Kernel security
	The Solaris 9 Kernel shall be modified so that it is secure.
	Slide 65 – Solaris 9 – JEDI PostInstallation

	SR193.3.1
	NFS Server Requests
	JEDI 2.0 shall restrict NFS Server requests to privileged ports.
	Slide 65 – Solaris 9 – JEDI PostInstallation

	SR193.3.2
	Preventing Attempts to Execute Code on Stacks
	The system stack shall not be executable.
	Slide 65 – Solaris 9 – JEDI PostInstallation

	SR193.3.3
	Administration of Core files
	The location and ability to generate core files shall be defined and configured using the coreadm command.
	Slide 65 – Solaris 9 – JEDI PostInstallation

	SR196
	Point and Click Installation
	The installation shall provide a graphical user interface or interfaces for installation of the JEDI 2.0 Software.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.1
	Look and Feel
	The look and feel of the Administration GUI shall be consistent with the JEDI 2.0 Java-based installation software.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.2
	JEDI Installation Point and Click - Setup GUI
	The Setup GUI will be reengineered in JAVA.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.2.1
	Point and Click GUIs - Functionality
	The JEDI 2.0 Setup, Administration, DNS, and Map Administration GUIs shall continue to provide the capabilities provided by the JEDI 1.3 counterparts.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.2.2
	Point and Click GUIs - Jumpstart Support
	The JEDI 2.0 Setup, Administration, DNS, and Map Administration GUIs shall support Jumpstart Installations.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.2.3
	Setup GUI - Naming Services
	The JEDI 2.0 Setup, Administration, DNS, and Map Administration GUIs shall support all currently supported naming services.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.3
	JEDI Installation Point and Click - Map Configuration GUI
	The JEDI Map Configuration GUI shall be reengineered in Java.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.4
	JEDI Installation Point and Click - DNS Server Configuration GUI
	The JEDI DNS Server Configuration GUI shall be reengineered in Java.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.5
	JEDI Installation Point and Click - Upgrade
	The upgrade software shall be reengineered to conform to the look and feel of the point and click installation software.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation

	SR196.6
	JEDI Installation Point and Click - Administration GUI
	The administration GUI shall be reengineered in Java.
	Slides 38 – 63 – Solaris 9 – Solaris PostInstallation
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